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1. Overview

About This
Document

Known
Issues

Registration
Method

XO SIP
Service
Packages
Supported

This document describes interoperability between XO SIP Package 1 (G.711) and Sutus
BC200 IP PBX, deployed with an XO-provided Cisco 2432 |AD as the router/demarcation
device. This document assumes the audience has a general understanding of network
provisioning and the connectivity requirements of XO Communications SIP service
offering.

While XO certifies interoperability between XO SIP service and the IP PBX as outlined
herein, the following known issues were identified during Interoperability testing. The
customer should be aware that certain features and functions may not be fully
supportable. In some cases, special configurations and/or PBX software patches may be
available from the vendor.

« Local operator calls (dial ‘0’) not supported. According to Sutus, this will be fixed

version is 1.6.6, planned for 9/09.

o Sutus BC200 does not have ‘hunt group’ feature, but does support “ring all” group
» Sutus BC200 always sends pilot number as an outgoing Calling Line ID number for any

extension

« If an incoming PSTN call is forwarded off-net, the off-net PSTN phone will see the caller

ID of the Sutus PBX pilot DID

o XO SIP optional Call Center feature is not supported with Sutus BC200
e Sutus BC200 does not support CFB (Call Forward Busy). It supports CFA (Call

Forward Always) and CFNA (Call Forward No Answer).

» Sutus BC200 does not support conference call with more than 3 parties (including

extension itself)

« T.38 codec for FAX is not supported. XO and Sutus recommend using analog lines off

of the XO-managed router’s FXS ports for FAX (available with 1.5 Mbps and 3.0 Mbps
XO SIP).

Static registration is utilized between the Sutus BC200 IP PBX and the XO call agent.

Pkg | Codec DTMF Fax
1 G.711 RFC2833 (in-band RTP Not support—see known
DTMF fall-back) issues.
2 G.729a | Not Supported Not Supported
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2. Testing of Sutus BC200

2.1. Software and Hardware Versions Tested

1. Cisco 2400 used as a router
Cisco 10S Software, 2400 Software (C2430-1S-M), Experimental
Version 12.4(20060718:201451) [acphan-V124 4 T2 1 104]
System image file is "flash:c2430-is-mz.xo"

2. Sutus
Software version Sutus : 1.6.4.090709.18

3. 2- 1P Phone
Model no.: Polycom - Soundpoint IP 330 SIP

4. ATA for analog phone

Grandstream “Handy Tone 286”.
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3. Sutus BC200 Configuration

In This XO performed the minimum amount of configuration required to achieve successful completion

Section Of test calls over XO SIP. It is beyond the scope of this document and the testing efforts to
show a complete configuration, therefore screenshots of the GUI interface are provided only for
the details of the SIP trunk configuration that are relevant to interfacing with XO’s SIP product.

This section contains screenshots which detail the SIP trunk configurations.

Sutus Login:

Login to Sutus GUI via web browser “https://central/start

utus - Windows Intemnet Explorer
é s Windows I Expl

[E=S =R
@\/El\g hitps://x0 officecentral.biz/start/ ~ 1) Centificate Ervor | 151 | 3] % | [ 2 vahoo! search o -
File Edit View Favortes Tools Help
i Favorites | 5k ) Suggested Sites ~ & Web Slice Gallery ~
& Sutus % v B v 1 & v Pagev Safety~ Tooks~ @~
SUTUS sutus Business Central 200 >
Welcome

Click this button to start Sutus Business Central Manager.

| Start Business Central Manager

Copyright ©2004-2008 Sutus Inc. All rights reserved. License Agreemen

- Version 1.6.4.090708.18

System Status & Alerts
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€ xolab - xo - Windows Internet Explorer

[SEIEE]

l & https://xo.officecentral.biz/start/StartFlash.html?swf=blackweb&uversion=16.4.090709.18

Id Certificate Error ‘ =] |

x Administration
System Status & Alerts

.\._.7 System Status & Alerts W

_;] Refresh % Voice: 0 gh Shared: 0+ 19 W i Administration W

Gk [(He SUTUS

Ed Help ¥

Status v

System Updates
Internet service :

Manage Workspaces
Model : | BC200
Manage Phones
Software version: | 1.6.4.090709.18
Phone Lines & VoIP

FHEIA

Phone System

Restart System...
Shut Down System...

Email Service SAEEETS

l View Message Details... J

Notification Emails...

&: Date & Time | Mark All as Read |

& Internet Settings Date/Time v [Type

I8 1nternet Firewal 21 Jul 155 AM [\ ALERT

% Local Network Settings m 19 Jul 7:01 PM L\‘ ALERT

@,’{_ Wireless Settings 19 Jul 3:48 AM | () INFO

(Es, Domsin & Host Namss 18 Jul 3:20 PM | I\ ALERT

% Remote Office Access 17 Jul 3:22 PM L‘\‘ ALERT
16 Jul 3:22 PM L\\‘ ALERT

ﬂ System Backup & Restore -
15 Jul 3:20 PM 1\ ALERT
14 Jul 3:20 PM L‘\‘ ALERT
13 Jul 3:21 PM L‘\‘ ALERT
13 Jul 3:16 PM L\\‘ ALERT
13 Jul 3:07 PM ) INFO
13 Jul 2:52 PM L‘\‘ ALERT
13 Jul 1:15 PM L‘\‘ ALERT

.24 am | 4\ arcnT

‘ @ My Workspaces
‘ xﬂdministratinn

‘ PR

i || show resolved notifications

System Status Message
Business Central’s Internet connection is not working sl
Business Central's Internet connection is not working
Business Central backup created successfully

Business Central’s Internet connection is not working

Business Central's Internet connection is not working

Business Central's Internet connection is not working

Business Central’s Internet connection is not working

Business Central’s Internet connection is not working

Business Central's Internet connection is not working

Business Central action required: Reboot all network devices

Business Central system successfully installed and activated update
Business Central system update ready to be activated: 1.6.4.090709.18

Reminder: Business Central system update available: 1.6.4.090709.18

[+]

Mo Buicimace Cantaal cuctam andabn acailabhla 4 € 4 AOATAM 10

Done

& Internet | Protected Mode: On Sy v H100% v

Manage Workspaces:

- Place to add user (work space)
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_r,éxo\ab - %o - Windows Internet Explorer E @
[&] https://xo.officecentral.biz/start/StartFlash.htmiZswi=blackwebversion=16.4.090709.18 3 Certificate Error | = |
2] Refresh B voice: 0 g Shared: 0+ 19 W 4 Administration W B 116 Dok [K]eit SUTUS
£# Administration @ Manage Workspaces ¥ EHHelp ¥
/7 System Status & Alerts
‘\ Workspace
9< System Updates .
P Workspaces are a collection of services and resources that people and teams use to perform their day to day wark
$ Manage Workspaces and run their business.
There are 2 types of workspaces: Personal and Shared. Learn More...
{m Manage Phones
1?? Phone Lines & VoIP
@ Phone System | €3 Add workspace... | | [ Edit Properties... | | [E] Set Password... |
7 Email Service *Workspace Name Type 4 @BPhone Service | S | 7-9Email Service Email Size | File Size
14
Date & Ti ADG XO Lab & Personal . 0On (2001) 1 K Off <1MB +
iy Date & Time d
d) mike cassidy & Personal K off ./ On (mcassidy) <1MB <1MB
E Internet Settings *Temporary Support ... | Personal K off K off
Ef Internet Firewall X0 Lab2 & Personal ./ On (2002) 1 K off =1MB
Hunt Gi 2 5 Shared / On (2003 0 Off 1MB
Local Network Settings unt Group (2) 5 Share «f On (2003) S =
Il [ *Reception (2) W Shared (permanent /7 On (2000) 0 K off <1ms
Wireless Settings *System Administrators... "35, Shared (permanent x off /" On (systemadminis <1MB «1MB
Domain & Host Names *x0 (4) &y, Shared (permanent| X Off K off < 1MB

Remote Office Access

System Backup & Restore

DEv o

| % My Workspaces ‘

* Indicates a special and permanent workspace that cannot be deleted. Learn More... Free disk space: 116,422 MB (94%)
| 4% Administration |

Done & Intemet | Protected Mode: On 5 v ®|100% v

Workspace configuration:

XO COMMUNICATIONS CONFIDENTIAL 5



XO Communications

Edit Workspace Properties: ADG XO Lab

Properties:

General Information
=

Phone Service (On) Select a workspace name that is short and descriptive (e.g. Sales, Support, or Lobby).

% Email Service (Off) Workspace name: ADG XO Lab

M General Information

Workspace

(max. 32 characters)

Important = Used for internal Caller ID, Auto-Attendant's directary listing, and the netwark file falder
name,

Type: & Personal

First name: ADG Last name: Lab

Logon Information

Logon name: xolab

"l Additional Workspaces

Select the shared workspaces this person will access and help manage. The person gains access to their
shared workspaces when they log onto their personal workspace.

x Workspaces to select from: J Selected shared workspaces:

@ Hunt Group
®: Reception
?gg, Systern Administrators

iy, xo

Workspace configuration: (cont.)
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Edit Workspace Properties: ADG XO Lab

Properties: = .
e =3 Phone Service (On)
M General Information | £ Phone Service (On) i % Voice Messaging ... | # Incoming Call Flow | Q Calling Restrictions |
= Phone Service (On) :
Phone Service
@ Email Service (Off) Thiz service allows the workspace to receive phone calls. Learn More...
|v| Phone service (check this box to turn on)
! A Workspace extension #
Receive and ﬁ e
place phone calls h Z optional assigned phones
Workspace extension #: 2001 m A workspace has only 1 extension,
Assigned phones | @ ¥0 Lab [Polycom, Soundpoint IP 330] | & Create Softphone... ]
||| (*optional) :
| E3 Assign Phone... ]
| Phone Details... |
| 3 remove ]
* Phones are optional and only need to be assigned if this workspace needs to
receive or place calls on specific phones, Workspaces without assigned phones
should direct their incoming calls to their voicemail or another workspace's phones,
Learn More...
Allow these desktop phones: [v] ‘ To monitor other phone's status (eg: idle/busy/DND)
Receive incoming calls | ¥ Internal calls to this workspace extension
from s "n" Any call received through the Auto-Attendant
—+ Inbound + shared out, VOIP: XO Communications (4693873302)
| { Previous ] | Next 3 |

Workspace configuration: (cont.)
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T
Edit Workspace Properties: ADG XO Lab

P rties: = =
kit Phone Service (On)
M General Information | &% Phone Service (On) | % Voice Messaging ... | ® Incoming Call Flow | ® Ccalling Restrictions
I =~ Phone Service (On) P
Incoming Call Flow
L % Email Service (Off) Direct incoming calls to these call flow destinations. Learn More...
H 1st destination: | G Phones for ADG XO Lab (x 2001) Edit...

Ring for: | 15 seconds v

f ﬂ 2nd destination: | & Add Phones for XO Lab2 (x 2002) Edit...

i ’?ZE~ Ring far: | 15 more seconds v
I =

3rd destination: | Go to Auto Attendant Edit...

{ 4 Previous J l Next J

Manage Phones

Product Name - User Guide Title
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€ xolab - xo - Windows Internet Explorer

=E]kEE]

| €| https://xo.officecentral.biz/start/StartFlash.html?swi=blackweb&uversion=1.6.4.090709.18

igdl Certificate Error | i~ |

% Administration

&f System Status & Alerts
System Updates
Manage Workspaces
Manage Fhones

Phone Lines & VoIP
Phone System

Email Service

Date & Time

Internet Settings

FuBTHER

m

DEP9PL

Internet Firewall

Local Network Settings ”l
Wirgless Settings

Domain & Host Names
Remote Office Access

System Backup & Restore

‘ % My Workspaces ‘
i xndministration i

2] refresh B voice: 0 gb Shared: 0+ 19 W 4 Administration ¥ (§) :16 Gk (Hee SUTUS

&fn Manage Phones W EHelp ¥

Telept

&

All system phones and their assigned workspace are listed below.

Desktop and wireless VoIP phones should automatically appear in this list when they are connected to the server.
Softphones can only be used while your computer is connected directly to the main office network or connected through
a secure VPN. Use the "Create Softphone” button to add softphones to the system. Learn More...

*Current Phone Label Current Workspace Assignment a4 Status Make & Model
X0 Lab & ADG XO Lab (x2001) Connected &% Polycom, Soundpoint IP 330 2
®O Lab2 i %O Labz (x2002) Connected % Polycom, Soundpoint IP 330

*This label may be truncated on desktop WaIP phenss that use this label. Learn bors...

l @ Configure Phone... ] | & Create Softphone... J l @ Ring Phone J Remove
MNew Desktop and Wireless VoIP Phone Assi s
‘k" You can specify whether new desktop and wireless VoIP phones are assigned to the Reception shared workspace or to the

EES

unassigned group of phones when they are initially connected to the system. Learn More...

Change...

Assign new phones to -> | Unassigned group of phanes

Done

€ Internet | Protected Mode: On 5 v H1U00% -

VOIP configuration:

2 Refresh B, vaice: 0 g Shared: 0+ 19 W ¥ Administration ¥ 5 116

&4 Administration

K_f’ System Status & Alerts
x System Updates

% Manage Workspaces
i Manage Fhones

Téw Phone Lines & volp
5% Phone System

4] Email Service

& Date & Time
R Internet Settings

Internet Firewall
@@ Local Network Settings
@1‘ Wireless Settings
@ Domain & Host Names
@5 Remote Office Access

ﬂ System Backup & Restore

My Workspaces
dmi

ration

Eﬁp Phone Lines & VoIP ¥

b
® Inbound Calls | 48 Outbound Calls™| T PSTN Gateways | @ VolIP Service

e [Blee SUTUS
i Help

VoIP Phone Service (optional)

Voice over Internet Protocol (VoIP) provides phone service over the Internet.
VoIP service providers support and manage VoIP calls received and placed

over the Internet. Learn More...

Calls received and placed over the Internat by

processing
VoIP service provider

Direct the VolP service to a workspace's
incoming call flow. Configure inbound call

Select how outbound calls will be processed.
Configure cutbound call processing

VoIP Service Provider Information

Add or modify information about the VoIP phone service you have. Learn More...

Static Trunk

Medify VoIP Service...
F3 Delete VolP Service...

"l WolP service provider : X0 Communications
Type of phone calls: |45 Inbound + shared outbound

Filot phone number: 4693873301

Default incoming workspace call flow: ¥ Reception (x 2000)

All phone numbers nat specified below will be directad to this default incoming call flow.

Direct lines :
(eptional)

Direct Line Inbound Number a | =P Incoming Call Flow Workspace

469-387-3301 W Reception (x 2000)
& ADG XO Lab (x 2001)

& XO Labz (x 2002)

469-387-3302
469-387-3303

469-387-3304

K off

Turning Interet rate control on may improve the quality of VoIP phone calls, Leam More..,

&5 Hunt Group (x 2003)

Internet rate control : | R Go To Rate Control Settings -> |

XO COMMUNICATIONS CONFIDENTIAL
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VOIP configuration: (Cont.)

[
Edit YoIP Phone Service Provider

|. Steps:
[ 1. VolP Service Information

2. Inbound Call Processing

Please contact your VoIP
=service provider if vou need
help entering this information.
Learn More...

1. VoIP Service Information

Flease select yvour VoIP provider and then enter the provider's service information
and how incoming calls should be processed.

VoIP Phone Service Provider

Service provider: | X0 Communications |"]

Outbound caller ID: %o Company workspace's display name)
Important > Your VoIP service provider may use this for the outbound caller 1D, Learn Maore..,

Type of phone calls: %5 Inbound + shared outbound Learn Maore...

VoIP Phone Service Provider Account

Pilot Number (Pilot phone number)
4693873301

Proxy Address/Domain
205.158.163.138

VOIP configuration: (Cont.)

Product Name - User Guide Title
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r

Edit ¥oIP Phone Service Provider

Steps: 2. Inbound Call Processing
1. VolP Service Information

Pilot Number Incoming Call Flow

[ 2. Inbound Call Processing
All incoming calls on this VoIP service Pilot (main) number will be directed to this workspace's
incoming call flow. Select the workspace to use when an inbound call is received on the Pilot
number. Learn Mare...

Please contact your VoIP . . .
service provider if you need Pilot number incoming call flow workspace : l% Reception (x 2000) | v]
help entering this information.
Learn More...

All phone numbers not specified below will be directed to this default incoming call flow. Learn
More...

Incoming Call Flow For Additional Numbers

If vour VolP service provider has configured multiple incoming phone numbers on this one
service you can specify separate workspace's incoming call flows for each phone number. By
default the Pilot number call flow is used.

Additional Numbers " 9 Incoming Call Flow Workspace
469-387-3301 W Reception (x 2000)

£ Add...
469-387-3302 ﬂ ADG ¥O Lab (x 2001)
469-387-3303 &, X0 Lab2 (x 2002) [ Edit...
469-387-3304 @ Hunt Group (x 2003) F3 pelete...

VOIP configuration: (Cont.)

Modify YoIP Direct Line

1. Enter the phone number for the direct line

Enter the phone number for the direct line configured for vour VolF service. This phone number cannot

match the pilot phone number for the YolIP service or another direct line phone number you have already
added.

Called inbound phone number: 4593873302 (7 digits minimum})

2. Select a workspace to direct these calls to

Select the workspace's incoming call flow for this direct line phone number. Learn More...

Incoming workspace call flow : la ADG X0 Lab (x 2001) | vl
& Hunt Group (x 2003])
¥ Reception (x 2000)
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Internet Settings (SIP Trunk configuration):

## Administration
K_f System Status & Alerts

E Internet Settings ¥

Internet Connection Settings | Internet Rate Control Settings

&4 sSystem Updates

&

Manage Workspaces

2 refresh Bk voice: 0 g Shared: 0+ 20 ¥ g Administration ¥ [ :17 {& Lock [EExit SUTUS

EHelp ¥

Internet Connection Settings

s Manage Phones

e
£ Phone System

The Internet connection settings specify how the server communicates with your Internet Service Provider (ISP) to provide your company access to the
Phone Lines & VoIP Internet. Learn More...
The Internet Firewall controls what type of services are allowed or blocked from accessing your local office network, files, data, and system services from

over the Internet. Learn More...

No

g Email Service

&
E Internet Settings

Date & Time Internet service

Internet logon required :

Internet Firewall Internet connection type : | Manually enter Static IP settings

% Local Network Settings 1P Address: | 202.1.251.5

@}[\ Wireless Settings I Mask : | 255.255.255.0

& Domain & Host Names Gateway: 202.1.251.1
DNS Addresses: 172.23.250.1

@5 Remote Office Access

ﬂ System Backup & Restore Server MAC Address : | 00-22-C6-00-03-4C

Internet Ti
A

“Your Internet service is currently not working.

If your service provider is not reporting problems then please dlick the following button to restart all services related to the Internet.

Restart Internet

My Workspaces

Administration

Firewall:

Product Name - User Guide Title
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&4 Administration Internet Firewall ¥
System Status & Alerts.

Ed Help ¥

Internet Firewall
System Updates

Manage Werkspaces
Manage Phones

Phone Lines & VolP

Phene System

Email Service ® Blocked services (port):

HTTR(80) - Public access to company website
Date & Time

ICMP - Internet Control Message Protocol
Internet Settings

1Psec/IKE(500) - Secure remote office VPN access
Internet Firewall
Local Network Settings
Wireless Setings I
Domain & Host Names
Remote Office Access

System Backup & Restore

DEFPUPEEFS=HTFIEXS

Description for selected service :

% My Workspaces
%2 Administration

The internet firewall acts as a protective boundary between your company networlc and the outside world. The firewall contrals what type of services are
allowed or blocked from accessing your internal company network, data, and system services from over the Internet. Learn More....

" Allowed services (port):

HTTPS(443) - Configure server over the Internet
IMAPS(993) - Employee email access over Internet
PPTP(1723) - Secure remate employee VPN access
SMTP(25+465) - Send and receive external email

SSH(2200) - Secure shell and remote customer support

|__Use Default Firewall Settings | | 384 Port Forwarding... J

LAN settings:

7] Refresh % Voice: 0 g5 Shared: 0+ 20 W % Administration ¥ :17
&4 Administration Eé] Local Network Settings W
System Status & Alerts
System Updates

Manage Workspaces

Local Area Network | Windows NT 4.0 Domain | Advanced Network Settings

7w @ SUTUS

i Help ¥

Local Area Network (LAN)

Manage Phones
Phone Lines & VoIP

Fhone System

Email Service

Date & Time LAN IP Address: 172.23.251.1

Internet Settings
Mask : | 255.255.255.0
Internet Firewall

Local Network Settings Connected LAN Devices

The local area network (LaN) allows computers, printers, and other devices within an office building to be networked together with cables and wireless
connections. The LAN allows employees to share files, printers, and some software applications. Learn Mare

The LAN IP settings specify the range of IP addresses allocated for computers and devices connected to the server. These settings need to be changed
only if there is an IP address conflict with another network or device. Learn More...

[ Change LAN Setting:

Wireless Settings

Domain & Host Names Description
Remote Office Access &% Polycom VoIP Phone
Systern Backup & Restore % Polycom VoIP Phone

DEFPEFEEDHTFIERS

XOTESTLAB-PC

My Workspaces

A

The table below shows the devices currently connected to your LAN.

1P Address

172.23.251.42
172.23.251.41
172.23.251.40

MAC Address

00-04-F2-1D-E9-8C
00-04-F2-18-CA-7E
00-1A-92-2F-BC-68
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