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1 References and Versions
The following references will provide additional information on NET’s Unified Communications Products

Net Product Documentation Hub:
https://support.net.com/display/ALLDOC/NET+Product+Documentation;jsessionid=BA930EB97FD04F91A
5C84BA74B9DAE35

UX2000 Specific: https://support.net.com/display/UXDOC/Home

Tenor Quickstart Guide:
https://support.net.com/download/attachments/3407913/TenorAFQuickStart.pdf?version=3&modificati
onDate=1303316655000

Tested Versions:
UX2000: 1.2.0v39

Lync Server 2010: 4.0.7577.0
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2 Purpose

This guide is for configuring the necessary options for interconnecting NET’s UX2000 SBC between XQO’s
SIP Trunk offerings and Microsoft’s Lync Server 2010 over the public internet. The UX2000 provides a
secure method of isolating the internal corporate data network from the publicly reachable SIP Trunk
offerings. The UX2000 is located between the Public Internet and the internal WAN/LAN network as
shown below:

NET UX2000 SBC to XO Communications
With Lync Server 2010

X0
Communications
SIP Trunk Provider

Active Dctory

)

Public Internet

-

NET’s UX2000 SBC

Ce=——m ]
Tenor AF ATA

Standard Analog Fax

Figure 1 Typical Lync Server 2010 to XO SIP Trunk Deployment
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3 Completing SIP Trunk Task on UX2000

Configuring the UX2000 is done through the UX2000s integrated web server. This guide assumes that the
operator has already done the initial configuration positioning the UX2000 on the IP network. To start the
configuration process, use a standard web browser to connect to the IP or FQDN address of the UX2000.
Supply the username and password to complete the login process.

3.1 Prerequisites
The following will be required to complete the configuration of the UX2000 SIP Trunk Task:

a. Access to the Certificate Authority to download the root certificate and sign and download the user
certificate for the proper TLS operation between the UX2000 and the Lync 2010 Server(s)

b. FQDN of the Lync 2010 Mediation Server or Server pool
c. IP Address(s) of the XO Communications SIP Signalling destination server

d. FQDN of the UX2000

3.2 Initial Task configuration

The Initial Task configuration is a step by step process that will complete the steps to position the UX2000
between XO’s SIP Trunk and Microsoft’s Lync Server 2010. This task will install the necessary TLS
Certificates and create SIP components and call routing basics.

— e

8 Moniter

= -

U ™o Airst stap adows vau 43 Impont & cerbtcate for your Trusted Certifoate Avtnocty (CA), A Trusted CA mi ogn your ¢

Firmvware Upgrade

Rebout UX

Apobcanon Souson Mosue

Shut Dowa/Reset/ Rnbsot

- Comveen Noma v

» J knanc«RISNIDC-CA Anara-KRISNODC-CA

Load ASM Image from UsSH

Instalied Packages

Install ASM LDpdate
Lyme™ Servwvatie Beanch Appilarcs

Operatienal States
Setep S0A
Impaort SOA Certficatn
Start/S10p Services
Test Lync™ Call

¥ ep

Import Local/Passthrough Auth
Tabie

Mcroesant UC Setap

OCS 2007 Setup

* Lysc™ 2010 Setup

Figure 2 Initial Task Configuration
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3.3 Root Certificate

Using the web browser navigate to the Task tab and click on the ‘Microsoft UC Setup/Lync 2010 Setup’
link on the left pane. This will start the task to setup the UX2000 to be configured between the XO SIP
Trunk and the Lync Server 2010 components.

The page that loads will have 4 sub tabs located in the right configuration pane. Click on the ‘Trusted CAs’
tab and then the left box with the red up arrow icon. This will prompt for the import of the Root
Certificate. There are 2 options for the import type, DER and PEM. DER is used to import a binary type
format certificate and will open a file explorer to import the certificate. The PEM type is used to import an
ASCII type format. To use the PEM type, first open the certificate file with a text editor such as Microsoft
Notepad and then copy and paste into the text box as shown:

m hitp=//10.243,1 258 /cqu' phpllliconfig phplcig s views/system/trustedCAImport xmitypes UXC

Import Trusted CA Certificate

format

emizbmBuY29

wCgYIXwYBBQUM
WOtyaXNA3 Jpe
wimhvb YR

MEcaHpAcBgkgh
GOAWEQNYBAMTD3Z4Lm
gQCWLWPgEUwame

Paste Cartificate

660/ Qg G
wOVrmOr138MG) Srdp? uCLDUSNGEpw==
----- END CERTIFICATE REQUEST-—--

T 0 e

Figure 3 Importing Root Certificate PEM Format
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3.4 UX Certificate

Click on the ‘Generate CSR’ tab. Complete the dialog below with the minimum of the FQDN of the
UX2000 in the ‘Common Name’ field. Once the dialog is populated, click ‘OK’. This will create the
unsigned certificate that will have to be submitted to the Certificate Authority to be signed. This
submission process varies per installation and is out of the scope of this document.

| U This step provides you with a Certificate Signing Request (CSR), which is the first step in getting o certific

Trunted CAs Generate CSR Ux Certificate Lync 2010 Setup

Generate Certificate Signing Request

|
| =

Subject Distinguished Name
Commen Name  |ux krisno.com | Hostrame or FQON *
Subject Alternative Name DNS HosUFQON » 64 tytes

Email Address [kris@netcom |
150 Country Coda  United States -

State/Provnce  |Washington |

Locality [Redmond Jep:City
Organization [NET |e: Compony
Qrganzational Unit [Lmtl ] ¢.5.: Department
Mey Length 1024 bits »
Lok ]

Figure 4 Generating UX Certificate Request
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Once the certificate is signed from the Certificate Authority click on the ‘UX Certificate’ tab, click on the
green ‘+’ sign. This will load a dialog similar to the Root Certificate import process. Select either the DER
or PEM format in the dropdown to match the file format of the UX Certificate to complete the process.
Shown below is the PEM format import process:

-\

@ moort UX Server Certificate - Moxills Frefox i (7
I ETY hitps/10.243.1.25 LicgiphpUlconfig.phpTefg = Avews/system/uServerCartficateimport smiid,
4lmpod UX Server Certificate 0
|

Format 280 ~

4 Faste Centificate

= K I X

0K

r

Figure 5 Importing UX Certificate PEM Format

3.5 SIP Signaling Endpoints

Click on the last tab ‘Lync 2010 Setup’ to configure the SIP Endpoints in UX. This process will setup the UX
to interface to the XO Sip Trunk and to the Lync 2010 Server(s). The task will configure the SIP Server
tables and the SIP Signaling groups associated with each entity along with the basic routing between each
endpoint:

Scenario Information
Scenario Description: Provide a description that will associate to the setup of the SIP Trunk
Gateway Scenario: Select from the dropdown ‘SIP Trunking’

SIP Properties
No of Channels: Provide the total number of simultaneous calls expected to the SIP Trunking Provider

Lync Server Pool
Server Pool Host: The FQDN of the Server or Server pool that the UX will communicate with
Port Number: The IP Port that the Server or Server pool listens on for SIP messages from the UX

Border Element Servers

Border Element Server: IP or FQDN Address of the XO server that the UX will communicate with
Port Number: The IP Port that the XO server listens on for SIP messages from the UX

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide
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Use Secondary Border Element Server: Select from the dropdown if a second server will be
configured

Secondary Border Element Server: IP or FQDN Address of the secondary XO server that the UX
will communicate with

Port Number: The IP Port that the secondary XO server listens on for SIP messages from the UX

Once the page has been configured click ‘Apply’ to finish the dialog.

Trusted CAs Generate CSR UX Certificate Lync 2010 Setup

Setup

Scenario Information 0

Scenario Description IXO Lyhc *

Gateway Scenaric  SIP Trunking

SIP Properties 7]
MNo. of Channels [1.960] *
Lync Server Pool
Server Pool Host  |mskrisno.krisno.com IFQDN *
Fort Number 5067 [1024..65535]

Border Element Servers

Border Element Server |224.4.5.6 IFQDN orlp*

Port Number 5060 [1024..65535]

Use Secondary Border Element Server | Disabled H

Figure 6 Setting Up SIP Signalling Endpoints

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide
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4 Configuring Public Ethernet Port and IP Addressing

The UX2000 SBC mediates between a company’s internal IP network for SIP signalling and SIP media and
the external public IP network to the XO SIP signalling and media servers. The internal IP addressing is
setup during the initial installation of the UX2000 SBC and is outside the scope of this Configuration
Guide.

4.1 Configuring the Public Ethernet Port

There are 5 Ethernet ports on the front of the UX2000 SBC. The far left (Admin) is reserved for
administrative use during the initial configuration. The 4 other ports can be used for normal SIP signalling
and media. Port 1 will be configured during the initial setup of the UX2000 SBC and will normally be used
for the company’s internal IP network.

Perquisites:
a. Select unused Ethernet Port
b. Public IP Address for UX2000 SBC
c. Public IP Subnet Mask for UX2000 SBC
d. Public IP Default Route for UX2000 SBC
e. Private IP Static Route if Needed

4.2 Selecting Unused Ethernet Port

From the Settings Tab/Node Interfaces/Ports display select an Ethernet that is not currently used. These
are shown below:

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide 1



cljgjgjeieioQ
a

\
\
[
\

vt uuoo
§
1
1
s
s
i

.....

Figure 7 Node Interfaces

In Figure 7 Ethernet port 4 will be used for the Public IP connection. Click the Right Arrow next to Lan4 to
open the Configuration Dialog. Supply the following information:

Port Alias: Name for the Ethernet Port

Description: Provide a description of the Ethernet Port

Configured Speed: Leave this at ‘Auto’ unless the Ethernet port will be connected to a device that
can not automatically negotiate the highest speed

Configured Duplexity: Leave this at ‘Auto’ unless the Ethernet port will be connected to a device
that can not automatically negotiate the port duplex settings

Networking Mode: Select ‘Routed’ from the drop down

Primary Address: Supply the IP Address assigned to the UX2000 SBC

Primary Netmask: Supply the Netmask associated with the IP Address of the UX2000 SBC
Configure Secondary Address: Ensure this is set to ‘No’

Click ‘Apply’ to complete the configuration dialog.

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide 13
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+ O[] lana Ethernet wild web

Identification/Status £

Port ID  land
Hardware Type Ethernet
I/F Index 23

Port Alias  Internet
Description  Wild Web

Admin State  Enabled -

Operational Status Up
Up/Down Since  Fri Aug 12 11:34:45 2011

Physical/Data Layer (2]

MAC Address 00:80:b2:f0:02:d8
Configured Speed  Auto w Mbps
Megotiated Speed 10 Mbps

Configured Duplexity  Auto -
Megotiated Duplexity Half

Networking 7]
Metworking Mode  Routed -
Frimary Address 06623552122 XXX *
Primary Metmask  255.255.255.248 XXXX*
Configure Secondary Interface  No -

Figure 8 Ethernet Port Configuration

4.3 Configuring the IP Default Route

The IP Default route is required so that the UX2000 SBC will know where to send IP packets into the
public IP network. From the Settings/Protocols/IP/Static Routes click on the green ‘+’ sign to add the

route. This will open the dialog for the IP Route. Complete the dialog with the following information:

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide

14



Expang 44 | Cofleges &1 | Bainad

b W pmmakeasen

b B Tearatesce

b W Cat rostrg Tatie

b P caacsen

R Tigraing Gooupe

P W ticce rtartecen

b aponcanon Schmon Macule
o Synders

B e arvd Damciony Servses

¥ ¥ Protocom

Toe

)

Statc Reuten

Sy ARS

Static 1P Route Table

Figure 9 IP Default Route

Destination IP: Enter ‘0.0.0.0’

Mask: Enter ‘0.0.0.0’

Gateway: Enter the IP Address of the IP Default Router

Metric: Enter ‘1’

Once configured click ‘OK’ to apply the configuration.

r -
@ Add Static IP Route Entry - Mozilla Firefox

rifﬁ;'z'ag;us“i https://10.243.1.251/cgi/phpUl/config.php?cfg=/views

‘.

Add Static IP Route Entry

2]

Wi

Row ID

Destination IP
Mask
Gateway

Metric

1
[o000 [ cocsx +
I0.0.0.0 Ix.x.x.x -~
235.1.2, XXXX*
235123 |
1 [1.255]

L

'

v

Figure 10 Public IP Default Route
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4.4 Configure Internal Private IP Static Route

Internal IP Static Routes may be required if the UX2000 SBC needs to communicate with multiple internal
private IP addresses. These static routes have to be deterministic because there can be only one default
route and this is used on the public side. If there are multiple internal networks then multiple static
routes will be required. The examples below show static routes for a private 10.0.0.0 network and a
private 192.168.0.0 network:

r Y
@ Add Static IP Route Entry - Mozilla Firefox =) =

|

Add Static IP Route Entry (2]
RowID 2
Destination 1P [10.0.0.0 e+
Mask [0255.255.255 | xocsx
Gateway |10.243.1.1I Ix.x.x.x“
Metric 1 1..255]

:

)

L
Figure 11 Internal Static IP Route 1

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide 16
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- — = -
@ Add Static IP Route Entry - Mozilla Firefox 0 el /i
Iij'

LB UPLES B https://10.243.1.251/cgi/phpUl/config.phpcfg=/views 7 7 \

| Add Static IP Route Entry (2]
RowID 2
Destination I [192.168.00 [ s
Mask [0.0.255.255 | xxx s
Gateway I10.243.1.1 |x_\f.x.x*
Metric 1 1..255]

Figure 12 Internal Static Route 2
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5 Lync Server 2010 Configuration

Lync Server 2010 will need to be configured to support the UX2000 SBC in order to communicate with the
XO SIP Trunk. This section covers the addition of the UX2000 into the Lync Server topology and adding the
UX2000 to the Lync Server 2010 routing. XO SIP Trunk DIDs will be assigned to a Lync users account and
the commands will be shown how to add an analog contact with a XO SIP Trunk DID.

This section assumes that the Lync Server components have been installed along with Lync users. The
user should be familiar with Lync Server Topology Builder, Lync Server Control Panel and Lync Server
management Shell. This section does not cover the basic installation of Lync Server 2010.

5.1 Adding UX2000 SBC to Lync Server Topology

The Lync Server topology needs to be modified by adding the UX2000 SBC as a Gateway device. The
Gateway device will be the interface to the XO SIP Trunk.

Open Lync Server Topology builder and load the current topology. Expand the topology and click on the
‘PSTN Gateways’ link in the left hand pane. This will provide the link in the right hand pane ‘New IP/PSTN
Gateway’. Click on this to open the dialog below:

" v Swryr 2010, Tnguibegy fuadider B [=1E3
Fla Adien Vewm Heo
awh| u =
yr Servey 2030 The for th dem e dable for witing. Actions
- Gaege TN nr gl
¥ [ Sandard EStion Fronk End Servers
¥ (3 Erverprise Sdion Fronk End pook W aw TN Gatmany.
¥ [ Derector pooks ol
# L WY Corferencng pocks Tepolo 3
F 3 7K stores Viow »
4 (L Mia stores
4 | Medubeon pock ﬂ Heo
3 PSIN gMewayt
¥ L Mondorng Servers
¥ [ Edge pooks -
% [ Trusted apohcascn servers Gateway FQDN or 1P ddress
¥ | Drarch stes [I
Listerng port for B/PSTN gatesay *
| so87
Gp Trampert Pratecel:
L = 2
s
e | o | _cwad |

Disfiria 2 naw PIPITH gatowarr

Figure 13 Adding New IP/PSTN Gateway in Lync Server 2010 Topology

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide
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Populate the following into the dialog:

Gateway FQDN or IP Address: For this config enter the FQDN of the UX2000 SBC since TLS is going
to be used between the Lync Server 2010 and the UX2000 SBC ‘ux.krisno.com’

Listening port for the IP/PSTN gateway: Enter ‘5067’

SIP Transport Protocol: Ensure the radio button for TLS is selected

Once the dialog is complete click ‘OK’.

Click on the ‘+’ sign next to the Mediation Pools to expand and the click on the configured Mediation
Server. Click on the ‘Edit Properties’ link in the right hand pane to open the edit dialog as shown below:

.q:'?: Lync Server 2010, Topology Builder O =/ l

File  Action Yiew Help

e | 7im|

Lé Lync Server 2010

= J Garage

[ Standard Edition Front End Servers
[ Enterprise Edition Front End pools
(3 Director pols TCP listening port: 5068 Topology N

3 v Confe ey :
= "
3 50L storer [ Edit Properties M=l E3 ,
[ File stores
= 3 Mediation P5TN gateway Mediation Server PSTN gateway Y

krismar
[ PSTN gate Listening ports: * TLS: | 5067 TCP: | 5068
[ Monitoring

[ Archiving ¢

| Actions

Mediation Server PSTN gateway -

TLS listening port: 5067 Edit Properties. ..

v Enable TCP port

[ Edge pool: X . ; _— . . . .
3 Trusted ap The following gateways are not associated with any Mediation Server. Click Add to assodate them with this
N Mediation Server.
[ Eranch site
Gateway site | ]
ux.krisno.com Garage Add...

The following gateways are associated with this mediation server. Click New to define a new gateway and add
it to the list. Click Remove to remove a gateway from the list.

Gateway | site | |
New...
Remove
Make Default |
Help QK I Cancel

|Edit the properties for this server,

TR

Figure 14 Edit Mediation Server Dialog

Click on the gateway FQDN ‘ux.krisno.com’ in the none associated gateway table. Once selected, click the
‘Add’ button. This will move the move the ‘ux.krisno.com’ FQDN to the bottom table for associated

gateways. Click ‘OK’ to complete the dialog.

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide



Network Equipment Technologies

The topology has been modified with the gateway added and associated with the Mediation Server.

Publish the topology to compete the task.

5.2 Adding the UX2000 into Lync Server Routing

In order for Lync Server 2010 to send calls to the XO SIP Trunk the UX2000 SBC will have to be added to
the Routing. Open Lync Server Control Panel and click on the Voice Routing link on the left hand pane.
Click on the Route tab on top of the right hand pane to show the dialog below:

B Microsoft Lync Server 2010 Control Paned

Lync Server 2010

» - PSTN Usage Trunk Configuration Test Vokee Routing

Edit Viosce Route - Normal

oice Routing J oK X Cancet &

iL

Description:

=1 Build a Pattern to Match

- Add the starting Sgits that yow want this route to handie, or create
= the expression manually by dicking Fdit.

Starting digets for nambers that you want to allow:

e aad
4". +1510 Exceptions
‘ <1425 Remove
W . . «1609
izt ; +1800
2
~1914
Match this pattem:*

Suppress caller 1D

Alesnate caler ID

Associated gateways:

Figure 15 Lync Server Control Panel Route Selection

Click on the ‘Add’ button next to ‘Associated gateways’ table. This will bring up a list of available gateways
and select the FQDN for the UX2000 SBC as shown below:
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F =
Select Gateway @ x
o
Service Site
PstnGateway:ux krisno.com Garage
PetnGateway:10.243.1.202 Garage
QK Cancel
il

Figure 16 Available PSTN Gateways
Ensure the UX2000 SBC is highlighted in the dialog and click ‘OK’.

Scroll down to the ‘Associated PSTN Usages’. Click on the ‘Select’ button to bring up the list of available
PSTN Usages. Select the proper PSTN Usages from the list and click ‘OK’.

With the PSTN Gateway selected and the PSTN Usages selected the dialog should be similar to below:
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|| Suppress caller ID

Alternate caller ID:

Associated gateways:

PstnGateway:ux.krisno.com Add..

Associated PSTN Usages

“=Select...
PSTHN usage record Associated voice policies
Normal ) Globa

Figure 17 PSTN Gateway and PSTN Usages
At this point commit these changes to the topology.

5.3 Configuring Assigned DIDs to Lync Users

In order for Lync users to be called directly from the PSTN, the Lync users will have to have the XO SIP
Trunk DID numbers assigned. This is done in the User section of Lync Server Control Panel.

Open the specific Lync user in Lync Server Control panel that will have a DID assigned to it. Configure the
DID in the Line URI configuration as shown below:
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'!E'Microsoft Lync Server 2010 Control Panel M= E3
Microsoft® Administrator | Sign out
~ Lync Server2o10 P
User Search
":i\ nome I_
R Users
34 Topology Edit Lync Server User - George Washington
& IM and Presence kel Commit | X cancel @

13

Display name:

%2  Voice Routing
George Washington
%, Voice Features
|+ Enabled for Lync Server
2 Res Gre
f3 Response Groups SIP address:*
Conferencing sip:gearge @ | krisno.com v
@ Clients Registrar pool:
N krisnoms krisno.com ?
o External User
Lo Access Telephony:
. . Enterprise Voice - ?
= Monitoring
— and Archiving Line URL:
7
8 Ssecurity tek+14255551234]
Dial plan policy:
@ MNetwork plan poticy:
*  Configuration <Automatic> v || View.
Voice policy:
<Automatics v View...
FCanfarancinn nalice

Figure 18 Lync User DID Setting

Click ‘Commit’ to complete the changes.

5.4 Creating Analog Contacts with XO SIP Trunk DIDs

In order for analog devices to be called directly from the PSTN, the analog devices will have to have the
proper XO SIP Trunk DID assigned to it.

This section does not go into details on configuring analog devices. Please see the Lync Server 2010
documentation for further details.

Open Lync Server Management Shell. Below is an example of how to create an analog contact as a fax
machine and a XO SIP Trunk DID number of 14255554321

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide
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55 Admenistratos: Lync er Managesent Shell

p.com “Linellri tel:sl

145947 M~ ABRZ65hF hoPkriano .con
4321

¥
nelRI

ryNane 3
ayNunber *

8§ C:\Usershadninistrator.KRISNO> _

Figure 19 Adding Analog Contact
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6 UX2000 Telephony Routing Process

The telephone routing process in the UX2000 moves calls received on one Signaling Group (SG) to an
outbound SG. While the call is moving the number or name may be translated and additional lookups can
be done to ensure the call is routed properly.

Incoming Signaling Group
Incoming Call Receives Call and Sends Call
to Assigned Route Table

Route Table Sends Call Information
Elements to the Translation Table Translation Table
for Modification as Needed Manipulates
Information
Route Table Sends Call To Outbound Elements
Signaling Group with Modified
Information Elements

< 4 Outbound Signaling Group
OREvg Sends Call to Next Hop

Figure 20 UX2000 Routing Process

6.1 Signaling Groups

The SG is the first place an incoming call will reach the UX2000. The Signaling group will direct the call to
the Routing Table as shown below:

2 Moaitor

Signaling Group Table

b vomatenon

st CEE: LT 0 "
b # rrweamacr PR St LYWCEE! LT Mediation Y
b W Con Rousng Toee » O 2 aw Yenoe 207 N
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EF) Tenoe 207

Ll se) x0
SO Ly £E 5ON UC Dot ) Seryce Statuz  Up

& hicde rrserieces

v c o
| |
b W ipoiceson Scition Moduke SIP Chanmeds and Roartieng 0 ‘
» & Media Information 0
Sestem
A . . Ahon Set Table  More -
P W Acn and Ovectony Sarvess ¥ Neda D Ot Mede List =
b P oreicen Call Souting Table X0 -
Play g Sach Pt -
b ¥ee No. of Channeis 10 1.5960
Tone Tob 0 * Tore Table
» ‘J Secunty SIP Profie Detautt SIP Frofile - DS Tapin Dotauk Toas Table 3
b P uess Carty 103 Cwsabie -
51P Mode  BascCal -
b ¥ Yo Tatie
1P Servar Table X0 xS
¥ W Tetaghooy Nepong Tables Mapping Tables L)
b F sxvpoers Load Bsanceg  Rownd Rotan .
b B Lgong Cotgursten Chennel Hurties  Seandsrd - 537 To Q050 Gvernds Table  Default (RFCA4E7 -
' 9 10002 ISSN LyPCEE: ISON UC, Port 1.1 P

Figure 21 Signaling Group
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6.2 Call Routing Table

The Call Routing Table will send the Called and Calling Party information elements to a Translation Table
so that they can be modified if required to match the destination systems format. Once the translations
have been completed the Route Table will then route the call to the applicable SG for the destination
system.

© Monitor

Sazand A1 ) Callapae Al | Rgiced

b rcrrateaton

v (0  Enabled 1 Add 41 (SIP) LyncEE: UC

¥ ¥ Transeacn

W Call Routing Tanke =
Detontt Moute Table Rowte Datalls 0‘
LyrcEE [SON 1o 5P

ergtion  From XO
LyreEE 59 10 150H Possrvhes; [fom)

T 206 Admn State  Epalried v
Lo Bowute Pnonty 1 -
b & ol actons Number/Mame Transistion Table Ags -1 -
¥ Sigmating Groups
o }
P B Node bierteces Dastination Information 2]
PV apskeason Solation Mosuke |
b ¥ Sy Destination Type  Normal -
P 2um ans Dusctory Senvkes Measage Transla e one g
b ¥ Provcos ) ) n
. Cwune Code Reroutns anne -
L T
Cance’ Others upon Forwarsing  Disabled -
PV Secuy
b ¥ yec S} LymckE UC Medaton e
b W Time Tabies
b ¥ Teechony Mapping Taties Dastiraten Sgnaleg Groups
Aen
b sariieme
Rerrove |
b W Loggng Condguneien
¥
Media @ Quolity of Service o
Media Transcodeg  Disabled v Quaiity Metrics Nomber of Calls
Mode Lt Defaut Mecha Lt w Quaity Metrics Time Before Retry 10
Min, ASR Threskald 0
M, NCS Scoees
Enatie Max. /T Deay Enablea v
Max, R/T Delay 5959 ms [1 9935

Figure 22 Call Routing Table

6.3 Translation Tables

Translation tables are used to modify the called and calling party information elements among other
elements that are pertinent to proper call handling between the origination and destination servers. The
basic translations rely on the use of Regular Expressions as the numbers/names are changed from what is
received to what is sent to the destination. Translation tables must have a matching entry format in order
for the call to be routed to that route. If there are no matching Translation table entries the call will be
returned back to the Routing table so the next Route entry can be tried for a match. This will happen as
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long as there are Routes in the Route table to try. If all Routes have been tried with no matches in the
Translation table(s) the call will fail.

Systum

N by

s Qe Teter dserem v e . Coknd Addrmma/tarvhe

' ne Tebeg Addroow vter (i)W Cobryg Adwen Ravber

Figure 23 Translation Tables

Most translation table entries for a SIP Trunking application will be used for matching Lync Server 2010
requirement for called and calling numbers to be in E.164 format. Below are examples to match XO
number format to Lync Server 2010 number format.

This example is used to translate a called number from Lync 2010 Server in E.164 format to a US 10 digit
number for routing into the XO SIP Trunk:

Input Field
Type: Called Address/Number — Used to capture the numeric portion of the Dialed Number
Value: "\+1(\d{10})$ - Regular Expression that looks for the +1 at the start of the Dialed Number
and then captures the 10 digits that follows between the open and close parenthesis

Output Field
Type: Called Address Number — Identifies the Information Element that the Input Field Type

should be translated to
Value: \1 — Identifies the open and close parenthesis that should be carried over from the Input

Value Field

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide
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Description  Remaove + and 1 From Called Mumber

Type Called Addresz/Number -

Value  M+10d{10)$

Input Field 0

Type

Walue

Output Field

Called Address/Mumber
W1

Fork Call  No -

Figure 24 Tranlation Table that Removes + and 1

This example is used to modify a called number from the XO SIP Trunk into an E.164 format that Lync

2010 Server will accept:

Input Field

Type: Called Address/Number — Used to capture the numeric portion of the Dialed Number
Value: A(\d{10})$ - Regular Expression that looks for the +1 at the start of the Dialed Number and
then captures the 10 digits that follows between the open and close parenthesis

Output Field

Type: Called Address Number — Identifies the Information Element that the Input Field Type

should be translated to

Value: +1\1 — Prepends ‘+1’ and Identifies the open and close parenthesis that should be carried

over from the Input Value Field
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Description |Ca|led| Party Add + 1
Input Field ) Output Field 2]
Type ICaIIed Address/MNumber | - I Type I Called Address/MNumber | - I
Value  A0d{10NE Value  +10z
Fork Call  No -

Figure 25 Translation Table that Adds + and 1
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7 Media Configuration

The UX2000 initial configuration task from Section 1 of this guide will setup the required media settings
for both the Lync 2010 Server and the XO SIP Trunk. Media lists will be created and applied to the
appropriate SGs. Below are examples of a typical Media configuration:

@ WMonitor

Expong &1 | Collapge A | Ssiged

’. Hormsbsation

# Traesistn R, L2Uh2 Loy et
W ol Rovtng Teske r 9 2 ST prlaw Defauk G714y
W Cott 2ctions » @0 G711 ALaw Lynctt; G.711
¥ Sgnsing Geougs » BIfe GLIIE law LyneEE: G711

b nioce intertaces

F oo igem
W stn sz Duwctary Servees
¥ Protocol

.
’

L

L

»

L 4

b P sopeanon Schon Waoste
v

v

’

P Woe

v

Neda Sysare Cosfigurmien

T L Medis Profies

1 Datmtt GT11A

Dutuadt G711

ILEE ST ALaw Vowe

LEE G711 Mulsw Yoce
b P yuesa Crypo Pooliles
b yeoe Lat

b tane Tatven

Figure 26 Media Profiles Showing Enabled Codecs
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@ Monitor
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Figure 27 Typical G711Alaw Codec Settings
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Figure 28 Media List Containing G711Alaw and G711Ulaw
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© Monitor
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Figure 29 Media List (cont) Showing Digit Relay Settings
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Figure 30 Signaling Group Showing Media List Selection
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8 Enabling Media Transcoding

Media Transcoding can be used for changing both codec and DTMF digit transfer methods. Since Lync
2010 Server does not support both G.729 and inband DTMF digit transfer methods the UX2000 can be
configured to transcode one list to another list between the XO SIP Trunk and Lync 2010 Server. In order
for this to work properly there has to be a Media List for the XO SIP Trunk with G.729 and/or Inband DMF
digit transfer settings and another Media List with G711 (A or U law as required) with RFC2833 digit

transfer.

The actual Transcoding configuration setting is done at the Route Table. The example below is for a call
originating on the Lync 2010 Server using G711 and the matching Route table entry for XO has
Transcoding enabled and calls out the Media list that is used for the XO SIP Trunk:
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Figure 31 Media Trancoding Configuration
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9 Analog Support

Lync Server 2010 supports analog devices such as phones and fax machines in its topology. The devices
can be configured with DID numbers so that they can be dialed directly from the PSTN. The analog
devices are configured to home to a configured SBC or gateway in the Lync Server 2010 topology. This
means that the configuration on the homed device needs to be able to route calls to the analog devices
from Lync Server 2010 while also routing calls to the SIP Trunk.

9.1 Differences Between PSTN and Analog Call Routing

When analog devices are part of the Lync Server 2010 topology the UX2000 will have to be able to
recognize a call to an analog ATA from Lync Server 2010 and route these differently than calls to the SIP
Trunk. Calls from the SIP Trunk will all go to the Lync 2010 Server. The Route table in the UX2000 will have
to have knowledge of all analog numbers so these calls can be routed to an ATA instead of to the SIP
Trunk. All other numbers that are not recognized as analog devices will then be routed to the PSTN
through the XO SIP Trunk.

XO SIP Trunk to Lync Client Call
X0

Communications
SIP Trunk Provider

Lync Server 2010

Public Internet

s e

NET’s UX2000 SBC

(==l Routing

1. UX2000 Gets call from XO SIP Trunk
Tenor AF ATA 2. UX2000 Automatically Routes All Calls from XO SIP Trunk to Lync Server 2010
3. Lync Server 2010 Routes Call Directly to Lync Client

Standard Analog Fax

Figure 32 PSTN to Lync Client Call Flow
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XO SIP Trunk to Analog Fax Routing

X0
Communications
SIP Trunk Provider

Lync Server 2010

Public Internet

NET’s UX2000 SBC

(=]
Routing
Tenor AF ATA 1. UX2000 Gets call from XO SIP Trunk
~ 2. UX2000 Automatically Routes All Calls from XO SIP Trunk to Lync Server 2010
re 3. Lync Server 2010 Routes Analog Call Back to UX2000 for ATA Routing
Q%%go 4. UX2000 Analyzes Call from Lync Server 2010 and Recognizes Analog Number and
& Completes Call to ATA

Standard Analog Fax

Figure 33 PSTN to Analog Call Flow
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Lync Client to PSTN

X0
Communications
SIP Trunk Provider

Lync Server 2010

Public Internet

(e
Tenor AF ATA

Routing
1. Lync Server Routes Call to UX2000
2. UX2000 Analyzes Call and does not Recognize Number and Routes Call to XO SIP Trunk

Standard Analog Fax

Figure 34 Lync Client to PSTN Call Flow

Lync Client to Analog

X0
Communications
SIP Trunk Provider

Lync Server 2010

Public Internet

Routing
1. Lync Server Routes Call to UX2000
2. UX2000 Analyzes Call and Recognizes Number and Routes Call to ATA

Standard Analog Fax

Figure 35 Lync Client to Analog Call Flow
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Analog to Analog

X0
Communications
SIP Trunk Provider

Lync Seryver 2010

Public Internet

Routing

1. ATA Routes Call to UX2000

2. UX2000 Automatically Routes Calls from ATA(s) to Lync Server 2010
3. Lync Server 2010 Routes Call Back to UX2000

4. UX2000 Routes Call to ATA

Standard Analog Fax

Figure 36 Analog to Analog Call Flow

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide

37



Network Equipment Technologies

Analog to PSTN

X0
Communications
SIP Trunk Provider

Lync Seryer 2010

Public Internet

NET’s UX2000 SBC

== )

Routing
Tenor AR ATA 1. ATA Routes Call to UX2000
2. UX2000 Automatically Routes Calls from ATA(s) to Lync Server 2010
3. Lync Server 2010 Routes Call Back to UX2000

4. UX2000 Routes Call to SIP Trunk

Standard Analog Fax

Figure 37 Analog to PSTN Call Flow
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Analog to Lync Client

X0
Communications
SIP Trunk Provider

Lync Server 2010

Public Internet

NET’s UX2000 SBC

(=]
Tenor AF ATA

Routing

1. ATA Routes Call to UX2000

2. UX2000 Automatically Routes Call from ATA(s) to Lync Server 2010
3. Lync Server 2010 Routes Call to Lync Client

Standard Analog Fax

Figure 38 Analog to Lync Client Call Flow

9.2 Analog Configuration

To support Analog devices additional configuration will be required. For each ATA an additional SIP Server
table and Signaling Group and Route table will be needed. The routing will be to send all calls from the
Analog devices to the Lync Server 2010. Also since the UX2000 does not currently support Analog
connections a separate ATA will be required.

9.21 SIP Server Table

The SIP Server table for the ATA is configured so that the UX2000 will know where to send analog calls to.
The SIP Server table is configured under Settings/SIP/SIP Server Tables. Click on the green ‘+’ to add the
name of the ATA. In the example below an ATA with the name of ‘Tenor 206’ has been added:
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Figure 39 ATA SIP Server Table Name

Once the SIP Server Table Name has been created for the ATA, click on the name in the list on the left
pane. From here click the right facing arrow (right arrow will turn down as dialog opens) next to the SIP
Server name in the right hand pane to open the configuration dialog as shown below:
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Figure 40 SIP Server Configuration Dialog

Provide the following information to complete the dialog:
Priority: Leave default
Host: FQDN or IP Address of ATA
Port: SIP Signaling Listen Port of the ATA

Protocol: IP Protocol that will be used to reach the ATA

The rest of the settings can stay default for a basic install.

9.2.2 Analog Translation Table

Add a Translation table that will be used to route to an ATA with Settings/Translation Table. The example
below is adding a Translation table entry for a DID number assigned to the Tenor 206 ATA:
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Figure 41 Translation Table Name for ATA Routing

Click on the entry in the Translation table listing and then on the green ‘+’ sign in the right hand pane to
open the configuration dialog for this DID entry::

Enter the following information in the dialog:

Description: Enter a description so this will be recognized as the ATA route
Input Field
Type: Select ‘Called Address/Name’ from the dropdown
Value: Enter the number to route to this ATA as
M\+(14255551234)$

Output Field
Type: Select ‘Called Address/Name’ from the dropdown

Value: Enter \1 to route the contents of the Input Field

When the dialog is populated it should look similar to below:
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'@ Add a Translation Table Entry - Mozilla Firefox i -— . =

|

?'.'f SLPZERT https://10.243.1.251/cgi/phpUl/config.php?cfg=/views/voice/translationTableEntry.xml8ttype=TranslationT 7 ’

IAdd a Translation Table Entry

RowID 1
I Description | To Tenor 206 ATA for DID 14255551234 |

Input Field (2] Output Field (7]
Type (Called Address/Number Y, Type Called Address/Number v
Value |*\+(14255551234)$ | value [\1 |
Fork Call No v

{g

Figure 42 Completed Translation Table Dialog for ATA Routing
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9.2.3 Signaling Group

The Signaling Group for the ATA is configured at Settings/Signaling Groups. Click on the ‘Add SIP SG’ link
in the top of the right hand pane to add the name of the SIP SG. The example bellows shows a SG with the

name of ‘Tenor 206’ with the basic configuration changes made from the default dialog:

r ~
W Add SIP Signaling Group - Mozilla Firefox -

- -

Description |Tenor 206

Admin State  Enabled A

SIP Channels and Routing

Action Set Table  Mone
Call Routing Table  Default Route Table
W Mo, of Channels [1..860] *
N SIP Profile  Default SIP Profile
: SIP Mode  Basic Call

Media Information

Media List ID  Default Media List -
Flay Ring Back  Auto -
Tone Table  Default Tone Table -
Early 183  Dizable -

| SIP Server Table |Tenor 206

Load Balancing  Round Robin

Mapping Tables

SIP To Q.850 Override

s =

Channel Hunting  Standard Table Default (RFCA4GT)
Challenge Reguest  Disable i
o Sl SIS O”ETZ':I: Default (RFC4487)
| Cutbound Proxy
a LT P';’;‘i 5060 [1024.65535] SIP IP Details
| NAT Traversal None
| IP Interface Selection  Auto
Application Layer IP Auto

B Listen Ports Federated IP/IFQDN
B

EE—)

| ELEN RN https://10.243.1.251/cgi/phpUl/config.php?cfg=/views/voice/sipSG_details.xm|&type=SIP_SG&mode=18trowlD=18treeNodelD=7 7 ‘

m

[[] so87 TCP /A

[ 10.243.1.208 255.255.255.255

Figure 43 SIP SG Configuration Dialog

Description: Tenor 206

No. of Channels: This is related to the number of calls the ATA can support

SIP Server Table: Select from the dropdown the name of the SIP Server table configured in the

previous step
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Listen Ports: The port(s) that the SG will listen to for SIP Signaling from the ATA
Federated IP/FQDN: The IP Address of the ATA or Network Address of the ATA IP Network. This is
used to ensure the SG listens only to the originating ATA for SIP signalling

Click ‘OK’ to complete the dialog.

9.24 Modify Lync Server 2010 Routing Table to Add ATA Route

With the SIP Server, Translation Table and SG configured, the Routing table that routes calls from Lync
Server 2010 needs to be modified so that the calls for the ATA will be routed properly. This is done by
adding the ATA routes into the table.

Open the Lync Server 2010 Routing table by clicking on Settings/Call Routing Table. Click on the Call
Routing table for calls coming from Lync Server 2010, in this configuration it is the ‘Lync Server 2010
Routing’ entry. Once the table is opened click on the green ‘+’ sign to add the route to the table.
Configure the following to complete the dialog:

Description: Add a description to associate with this route
Number/Name Translation Table: Select the proper Translation Table from the dropdown, in this
case select the Translation configured above

Destination Signaling Group: Click ‘Add’ and then select the SG for the ATA

The completed dialog is shown below:
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|To ATA 14285551234
Erabled =

1 -
[T Tencr 208 14255551234 Routiw]

Quaity Matrics Number of Cafs
Qusity Metrics Time Before Retry
Min. ASR Threshold
M, MOS Scorn
Enabdle Max. RJT Delay
Max. ST Delay
Eraloe Max. Jitar

Max Jitter

Figure 44 Adding ATA Route

Click ‘OK’ to complete the dialog and then click ‘Resequence’ at the top of the Route Table entries. In the
dialog that opens click on the route for the ATA and then click ‘Up’ to move this route to the top of the
table. This will ensure that the Route table will analyse the routes for the ATA first before the call is
routed to the XO SIP Trunk:
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v =
@ Resequence Call Route Entries - Mozilla Firefox - = | =

; https://10.243.1.251/cgi/phpUl/config.php?cfg=views/voice/reorderCallR: ~

Resequence Call Route Entries

|

To ATA 14255551234 -
To XO SIP Trunk
Call Route Entries
! — )

Figure 45 Route Table Ordering for calls to ATA

9.25 Add Translation Table for ATA

All Calls from the ATA will have to be routed to Lync Server 2010. A Translation table may be required to
match the default number format on the Lync Server 2010 (E.164). The Translation table below is used to

add a ‘+’ to the called number from the ATA:

net)

@ Monitor

Sazand A | Calapse Al | Seiced

b picemaszation
v @ Trasslation

Pasutvough Umsuctes

LyrcZE. 59 to ISON Cont

Ly EE. Fasstuoogh

1 %o Teroe 208 Routng
Ao > Input Field L2 Outpust Fiald
0 Exstng Lynd Chent
170 Tenov 205 14255551236 Raus Tyoe  Called Address/Number -
Memove « and 4 Ve " Velpe -\l
Romove «

Callag 1 « 10 Catbrg 10

Type Caled Address'Number

1511 Cuin
Fork Cal No v
& Cab Routing Tatie

& Cab Actors
¥ Signatng Geoupe

¥ Voce vieraes

vyvvyew

» Apchz mien Ssluion Madule

Figure 46 Translation Table to Add + to Called Number
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9.2.6 Add Route Table for ATA

In order for calls to route from the ATA to Lync Server 2010 an ATA Route table needs to be added. This
will allow the selection of the proper Translation table and route from the UX2000 to Lync Server 2010.

Click on Settings/Call Routing Table and then on the green ‘+’ sign in the right hand pane. Enter a name
for the route table dialog as shown below:

net.

@ Monitor lasks

Call Routing Tables

Lxpand A3 | Coliapee AN | Ralned
& 1iormatcwsen @ Add Cail Fouting Table - Mexlly Frefox

¥ Transton

(RERLTEE Rt hitps//10.243 1 25 /g phpllicomfig php?fg = ewn/voice/calFouteTable_detwtexm!

 Calt outing Table
¥ Car Astore Add Call Routing Table I

¥ Signatng Croups

W Node ieteszes

Row IC 7

| | Ceserpten ['wr'cr 306 Raute Tubl ]

# apoicaton Sohucn Maode

EE T

W Aut s Drectory Senices
¥ Protcos
¥ cp ’

¥ secuty

vTYyYyYyVYyVYYVYTYFYVYEY

¥ vesa

Figure 47 Creating a Route Table for the ATA

Click ‘OK’ to complete the dialog.

Once Route Table is added, complete the configuration dialog with the following information:
Description: Enter description to associate with the route
Number/Name Translation Table: Select the Translation Table from above

Destination Signaling Group: Click ‘Add’ and select the SG for the Lync Server 2010 Server

The completed dialog is shown below:
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- -
@ Add Call Routing Entry - Mozilla Firefox o - n " [ESEEN
. = =S 25 = ” 2 |
1'.'{10.243.1.2’51 https://10.243.1.251/cqi/phpUl/config.php?cfg=/views/voice/callRouteEntry.xml8itype=RoutingTableEntry8rowlD=28parentiD=4 " ‘
Add cCall Routing Entry (2)
Route Details (7]
RowID 2
Description [From ATA To Lync Server 2010 I
Admin State  Enabled v
Route Priority 1 v
|| Number/Name Transiation Table If«dd + ] vl ]
[
Destination Information (2
Destination Type  Normal v
Message Translation Table None v
Cause Code Reroutes  None v
Cancel Others upon Forwarding DlsaLied ba
(SIP) LyncEE: UC Mediation - m

Destination Signaling Groups - e
5

Media (2] Quality of Service (2]
Media Transcoding  Enabled v Quality Metrics Number of Calls 10 [1.100]
I Media List  None > Quality Metrics Time Before Retry 10 [1-60] min.
Ly -
N Min. ASR Threshold 0 % [0.100]
| Min. MOS Score 0.0 0.0.5.0]

I Enable Max. R/T Delay Enabled ~
Max. R/T Delay 9992 ms [1..9999]
Enable Max. Jitter  Enabled -

Max. Jitter 3000 ms [1..3000]

Figure 48 Routing Entry for Calls From ATA to Lync Server 2010

Click ‘OK’ to complete the dialog.
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10 Troubleshooting

The UX2000 provides various ways to troubleshoot call issues. The first is through visual analysis of
configured systems and active and certain archived alarms through the Monitor page. And the UX2000
can generate debug logs to be viewed locally, downloaded to a text editor or the debug logs can be sent
to a Syslog collector.

10.1 Visual Analysis

Clicking on the ‘Monitor’ tab will bring up a real time view of the current status of the configured SGs and
also a real time view of call status. Also, the current alarms will be shown in the ‘Alarm Window’ at the
bottom of the screen and the highest unacknowledged alarm color will show in the ‘Monitor’ tab.

10.1.1 Current SG Status and Call Activity

The top portion of the ‘Monitor’ display will show the current status of the SGs and their associated
channels. If a SG is down the SG will be colored Red as shown below for the XO SG:

-
Metwork Equipment Technologies

| w 3| Card 1-D51 w/ 8 Spans

(&) ) Port 1 OOOOO0OOODOOO00O0O00O0O0onoea
O (D Port2 I |
O (T Port 3 I O
O (T Porta el ] el e el el el ] el o ol @
O (T1) Port 5 | o o o e e e e e e e
O () Ports I |
O o rort7 I | O
O (r1)Ports 55 ] ] e e e e e

¥ (2)5G 1-LyncEE: UC Mediation

12 3|4|5JiL?|8|9J_m|11|12J£L14|15|16 17 (18|19 |20 |21 |22 |23 |22
0 o o o o o o o o o o o o o o o o [ o [ o o

w (2)SG 2-Tenor 206

1|12(3|4|5|6(7]|8

[ A
[ ]

v @sc3-%0

1|12(3|4|5|6(7|8|9 |10

Figure 49 XO SIP Trunk Down

There are many reasons a SG may be down. The far end equipment may be off line, there could be a
routing issue or there could be a configuration problem. The visual Monitor will provide a quick view on
where to start trouble shooting.
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10.1.2 Current Alarms

The current alarms will also indicate problems. The alarms shown below posted as the XO SG went out of
service:

vib et

Figure 50 Alarm Status

10.2 Viewing Debug Logs

The UX2000 will continually record the last hour and 15 minutes of debug logs. These are split into 15
minute logs and can be viewed by clicking on the ‘Logs’ tab as shown below:

N e i et e T B -
LR L ZTI-2-i8Rx00 N2 “amm be 00 84 oA e

01 e b T TS 200001

e Qe
ks
[+ &»
[va- .
T

Figure 51 Debug Logs

The logs are ordered with the current log being written on top. When the current log reaches the end of
the recording period it will be rotated down from the top and a new log will start to write.

To view one of these logs click the blue box to the left of the file name. This will open a web based text
box that can be scrolled through to find certain debug information.

To download the log to either save or open in a text editor, click on the ‘Download’ link to the right of the

file information. This will open a dialog to either save to a file or open.

10.3 Sending Debug Logs to a Syslog Collector

To send debug information to a Syslog server, click ‘Settings/Logging Configuration/Remote Log Servers’'.
Click on the green ‘+’ sign to add a Syslog collector. Complete the dialog with the following information:

Global Log Level: Set to the level required
Log Destination: Enter the FQDN or IP Address of the Syslog Collector

Click ‘OK’ to complete the dialog. This will start sending the debug log information to the Syslog collector.
Different levels of collection may be required to shown applicable trouble shooting information

UX2000 SBC XO SIP Trunk Lync Server 2010 Configuration Guide

51



= Monitor

Remote Log Configuration

1 Cot “l Tetal @ Mammobe Lung Henes
# oamatzsto

W Trarsissen

. Col Rowting Table

s R ARRRER S hiscrc//10.243 1 251 feg phokilicentia phe iy = Mewa/vystem/yalocDest_tie
& Cot Actons

@ sgeateg Groop Remote Log Configuration @
) Hode imferfaces
B 4 ppscancn oneion Wooute j Remote Log Configuration e
# snem |
Row 1D 1

# i ons Disctory Senwes
5 G | Lo 4
# Proicas Global Log Level

# e Log Dwatinat:an

-’i Secumty Log Fachity locald (locel Use () v

W vece Erabled Yo -

@ e tatenn

# Tesephony Nasgpieg Tobkes

# siaeisiems

W ¥ Logprg Carfigeration ‘ —
J Loesd Log

WV Remote Log Servers

Sungatess

Y VY VY VY EYYYVYVYYYYSWw

Figure 52 Syslog Collector Configuration
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