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SIP Trunking Test Results for Epygi — Quadro 2x

1 Executive Summary

This report provides the test results found to date for the Epygi Quadro IP PBX SIP
Trunking evaluation. The following is a summary of the issues and limitations found
while performing the test.

Issues/Limitations:

= For call transfer SIP REFER is recommended method with XO SIP Trunk.
Disable ‘Use RTP Proxy’ flag to use SIP REFER.

= Epygi — Quadro system doesn’t support ‘Diversion’ header for call forward
scenarios. It uses ‘302 Redirect’.

To enable ‘302 Redirect’:

Make direct Call Forwarding to IP address of XO server:
1. Enable “Unconditional Call Forwarding” on the appropriate extension;
2. Add entry with the following parameters:
a. Call Type —-SIP
b. Forward to—9725786576@205.158.163.138:5060

XXXXXXXXXX@XO-SBC-1P:5060
3. Make Call Forwarding through Call Routing rule.
Note: “Use Extension Settings” and “Use RTP proxy” services should be disabled.

Epygi is planning to add SIP ‘Diversion’ header support in future release. No ETA
provided.

= XO Broadsoft ‘Call Center’ doesn’t work with Epygi — Quadro system.
= Epygi — Quadro doesn’t support *67 feature code.

Workaround: Same feature can be achieved by adding another access code
entry in “Routing table” (for example ‘7’) and have ‘Privacy’ enable for ‘user id’
and ‘name’.

When extension users want to block caller ID, they dial number starting with ‘7’
instead of ‘9’. Find more details of this workaround with configuration screen

shots.
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Registration Method

T.38 Fax requires workaround on XO side for package 1 and Package 2. Please
contact XO Care if you intend to deploy fax using T.38.

Static registration is utilized between the Epygi Quadro and the XO.

XO SIP Service Packages Supported

Pkg Codec DTMF Fax
1 G.711 | RFC 2833 (In-band RTP DTMF) | T38; G.711 pass-through
2 G.729a | RFC2833 T38; G.711 pass-through
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2 Software and Hardware Equipment Requirements for Testing
1. Epygi Quadro:

Model: 2x
Version: 5.2.48

2. This PBX was certified with the following SIP Phones:

Aastra 9133i SIP
Snom 360
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3 Test Configurations

3.1

The following diagram shows the configuration used during lab testing.

XO Lab setup for Epygi - Quadro

205.158.163.138

FE 0/0
202.1.251.1
255.255.255.248

Cisco 2400

Epygi — Quadro 2x

172.30.0.1

LAN

NetGear GS|108 P Switch

469-387-3271
IP Phone — Aastra

202.1.251.10

% NetGear switch

469-387-3272
IP Phone — Snom

Notes:

e Above lab setup only shows main lab network elements.
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4 Test Bed Configuration Files

4.1 Epygi Quadro basic Configuration guide

Configuration Guide
Of

Epygi Quadro 2x for XO SIP Trunk

System information:

\(_-/ > | @ 20202515 status.cqi

Main System Users  Telephony Internet Uplink Metwork

Quadro Status - General Information

General Information Uptime duration: T day 23 hour 29 min 47 sec
Metwork Status

Device hostname: gquadro

Lines Status CGuadro Operating system: | 5.2.48 root@Delta.epyoi.loc

Memory Status

Application Software: 5.2.48 - Release
Hardware Status
Boot Loader: FPCHoot 5.2.8/Release
SIP Renistration Status
DSP Software: Wersion: 9.1.15.Date: Apr 23 2009 12:17

IP Lines Rengistration Status

License Status

Please checkyour pending events!
Copyright (C) 2003-2011 Epyqgi Technologies, Ltd. All rights rezened.
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Network Status:

Main

System Users  Telephony Internet Uplink Network
Quadro Status - Network Status
General Information Interfaces
Nerwatk Status Interface name | IP address | Subnet Mask | Properties Manitor
Lings Status LAN 1723001 | 25525500 | MAG: 00-08-BD-D1-A1-31 | YWatch LAN
Mermo v Status
WAL 202.1.251.5 | 255.255.255.0 | MAC: 00-09-BD-01-A1-32 | Watch WAl
Hardware Status
SIF Redistratinn Status Default Gateway: 202.1.251.1
|P Lines Redistration Status DNS Server: 202.1.251.1
License Status Senvices
Service Name | Status
MTP Server Running
MTP Client Running
CHCP Server | Running
DHCF Client | Stapped
DHS Running
Fireswall Dizabled
AT Running
FPFP Stopped
View VPN Status
Transfer Statistics
- e L
@ 2205515 wsermanage I P e

Main System Users Telephony  WiemetUplink  Metwork
s
Extensions Management
Add Edit Delete Selectall i h Use Epyai SIP server
Extension Attached Line. SIP Address System Memory Login / Call Relay Codecs =
O oo Aftendant 4803873274, Proxy 205.158.163.138°5060 1% (47 sech PCh,
Ofn Line 1 4693673273, Proxy 205.158.163.138°5060 5% (3 min 54 sec) o fNo PCwu
Oz Line 2 12 5% (3 min 54 sec) Mo /Mo BCHU, 1
|z *0Test2 1P Line 1 4893673272, Proe/205.158.163.138:5060 5% (3 min 54 520 NofMo pomu
o f1e K0 Test1 IP Line 2 4BU3BT3271, Proxy 205.158.163.133:5060 5% (3 min 54 sec) Ho INo PCWU B
O|s Hunt Group P Line 3 4603873278, Prowy205.158.163.138:5060 5% {3 min 54 set) Mo N PCHU,
O |18 IP Line 4 18 5% (3 min 54 sec) NofNo BCHL,
] k4 IP Line 5 17 5% (3 min 54 seq) Hofho PCHL, -
Extension info: (continue)
(; @ 20212505 vserma S B R
o Wi s Mo I v s @©@epyg
e
Extensions Management
Add Edi Delete Selectall lwvesse Selection Show all extensions Use Epyol SIP serves
i @ Test T Cine 1 TETRTIE, Prow 1051 591611 J6A060 5% (3 min 54 sec o 7T T =
1 O Test IP Ling 2 4693873271, Pron.205.150.161.1 35060 5% (3 min 54 se0) hio f o POMU
15 Hunt Group IF Lina 3 AB93873278, Proxy 205.158 163 138:5080 5% (3 min 54 sec) No /Mo
16 1P Line & 16 5% (3 min 54 ser) Mo/ Mo
1 IP Line 5 17 5% (3 min 54 sec) Mo fHo
18 IP Ling 6 18 5% (3 min 54 sec) hio f Mo
18 IF Lina 7 19 5% (3 min 54 sec) No /Mo
0 IP Ling & 0 5% (3 min 54 sec) hio f o
a3 HO Lab (addad by VOIF Carrier Vizard) None 4693873270, Proxy 205.158 163 138:5080 0% (0 s8¢) No /Mo an
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Extension setting:

6 /9 || @ 202,125 L5 usermgmtsipsettings.cgiHiddenCheckeditem=13
N

Main System Users Telephony Internet Uplink Metwork

Extensions Management - Edit Entry

General Seftings
SIP Registration Settings - 13

SIP Settings
SIP Advanced Settings | User Mare 4693873272
Eemote Settincgs Password sesnsee

Call Gueue Settings

Confirm Password  eessssss
Woice Mailbox Settings

SIP Server 206.158.163.138

SIF Port 5060

] Registration on SIF Server

Go To User Settings

Go To Line Settings

Go To Codec Settings Save l [ Back

L S
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SIP Server: XO NBS IP

User Name/Password: No User Name/password required for XO SIP Trunk.
XO uses static registration (IP based).

Extension setting (continue): SIP Advanced settings

é | = | @ 202.1.25 L5 usermgmtsipacdwsettings.cqi

et

Main System Users

Telephomy Internet Uplink MHetwork

Extensions Management - Edit Entry

General Settings

SIP Settings

SIP Advanced Settings

FEemuote Setlings
Call Gueue Settings

Go To User Settings
Go To Line Settings

wWoice Mailbox Settings

Go To Codec Settings

SIP Advanced Settings -13

Adbvanced Settings

Authentication User Mame
[T send Keep-alive Messages to Proxy
Titmeout (secy |60

RTF priority level medium -

[T Do Mot Use SIP Old Hold Method
Outhound Proxy
Haost address
Fort
Secondary SIP Server
Haost address
Fort S060
Outhound Proxy for Secondary SIP Server
Host address

Fort

[ save | [ Back |
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Extension setting (continue): Voice Mailbox settings

Main System Users Telephony Internet Uplink Hetwork

Extensions Management - Edit Entry

General Settings
Voice Mailbox Settings -13

S|P Setftings
SIP Advanced Settings © | Disable viice Mail
Remote Settings

Call Queue Seftings
oice Mailbox Settings Configuration wizard status: Passed

@ Use Internal Yoice Mail

Shared Mailbox: EditYoice Mailhox Access List

Use External voice Mail Transpar Pratocnl for SIP ressages
Go To User Settinus @ | Proxy Controlled Mailbox Type @ uopP
Go To Line Settings
Yoice Mail Retrieve SIF URI TGP

Go To Codec Settinus

Independent Mailbox Tvpe

Mailbog LRI
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Extension setting (continue): IP Line settings

| 202.L.25L5/ linsipsettingsadd. cgi?line= 1
\(:f_, @ psettine :
Main System Users  Telephony Internet Uplink Metwork
IP Line Settings - IP Line 1
O Inactive
@ SIFPhone | Phone Model: Shorn 360 -
MAC Address: no o 04 013 023 1] TG
Line Appearance: 2
Userhame: locext! 3
Password: I Y Choose Generated Password
Transport: LUDF -
[[Use Session Timer
Usze termplate: <—use default—> -
[l Enable Hot Desking Capabhility
Hot Desking Automatic Logout:
@ | Mever
After |0 haurisy |0 min
At |0 S |a
Save ] [ Back
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Extension setting (continue): Codec settings

= fc 202,1.251.5/codecsmanagement.cgi?HiddenCheckeditern=13

Main System Users Telephony Internet Uplink Network

Extension 13 Codecs

EnableDisable Select all Inverse Selection Move Up Mowve Down Make preferred

Audio Codecs State

G.711u {PCM audio coding standard, 8 kHz sample rate, 8 bits, 64 kbit/s data rate) | Enabled
G711 a (PCM audio coding standard, 8 kHz sample rate, 8 hits, 64 khit's data rate) Disabled
GF.726-16 (ADPCM speech coding at 16 khitrs rate) Disahbled
G.726-24 (ADPCM speech coding at 24 khitf's rate) Disabled
GE.Y26-32 (ADPCM speech coding at 32 khitrs rate) Disahbled
GE.726-40 (ADPCM speech coding at 40 khitrs rate) Disahbled
G.729a (C5-ACELFP speech coding at 8 khit's rate) Disabled
iLBC {internet Low Bit Rate Cader at 13,33 khit's rate) Disahbled
G.722 (HD audio coding at 48-64 kbit's data rate, 16 kHz sample rate ) Disabled
G 7221 (HD audio coding at 24-32 khit's data rate, 16 kHz sample rate ) Disahbled
TOWC (Time Domain voicing Cutoff at 1,95 khit's rate) Disabled
Video Codecs State

H.263 video cading for low bit rate communication) Disahbled
H.264 (Advanced video caoding far low bit rate communication) Disabled
H.263+ Mideo coding far low bit rate communication) Disahbled

1 Out of Band DTMF Transpart
Enable T.38 FAX

| Enable Pass Through Fax
Enable Pass Through Modem

Force Self Codecs Preference for Inbound Calls

Secure RTP Settings

SRTP Policy:  Make unsecure calls, accept anything -

Save | | Back |
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Check flag “Enable T.38 Fax” for T.38 fax.
Extension setting (continue):

LTI WoRc e Tilail WL BT e Sion Supplamentany Semvices

Extension Settings

Extension: 13

Extension setting (continue): Supplementary services — Caller ID Based

€9 | @ MBS ddressmanagement cgi E e D
\ / ==
Main  VoiceMail  Your Extension Supplementary Senices @ﬁp}g

quade
Caller ID Based Services
Extension: 13
Add Edii Delete Selectall hwerse Selection
Description | Addresses Hiding Caller Incoming Call Outgoing Call Distinctive Call Mawy Extension | Unconditional Call Busy Call Mo Answer Call Find We. lutercom Emergency
Rescimtion Information Blocking Blocking Runging Hunting | Ringing Forwarding Forwarding Forwarding Call Forwar g Followbe | Senice Interrupt
A Achvate if
address OFF ‘ OFF OFF OFF OFF OFF QFF OFF OFF OFF OFF Requesan OFF

Back [ Hew
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Extension setting (continue): Supplementary services — Caller ID Based
Services

Call forward always to PSTN

€ @ 202.1.25L5/supservices.cgiaddidD= L0&param=i
M

Main  Voice Mail Your E i Si ary Services

Caller ID Based Services for Any Address

Extension: 14

Hiding Caller Inforrmation [Vl Enable semice
EnableDisable Add Edit Delete Selectall Inverse Selection

Incoming Call Blocking

Outgoing Call Blocking Stane Forward 1o
Distinctive Rindging Enabled SIP-G725786576@205.158.163.138:5060
Call Hunting [ | Disabled PEH-13

Many Extension Rinding
[ zend Motiication Via SMS

Wobile Nurnher

Unconditional Call Forwarding

Busy Call Forwarding

Mo Answer Call Farwarding [Tl gend E-rail
Unregisterediinaccessible Call Forwarding E-mail Address

Find te / Follow We
Togale from Handset

Intercarn

Extension setting (continue): Supplementary services — Based Services

Main Volce Mail Your Extension Supplementary Services

Basic Services - General Settings

Extension: 13

General Settings IMain

Hold Music Setings Mo answer timeout {sec) 20 -

Do Mot Disturb Settings Call Waiting
Hot Line Seftings Enable CallWeaiting Service

Awuto Redial

Autoredial Interval {sec) 10 -

Autoredial Period {min) 15 -

Save ] [ Back ]
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Extension setting (continue): Supplementary services — Based Services

€= | | @ 202.0.25L5hald.ci
Bl

Main Voice Mail Your Extension Supplementary Services

Basic Services - Hold Music Settings

Extension: 14

General Settings Send Hold Music to remote IP party
Hold Music Settings Listen Hold Music: Own_kusic -
Do Mot Disturh Settings @ i

@ File [ Restare default Hold Music file
Hot Line Settings

Upload new Hold Music file
* RTP Channel | chopse Channel:  »
[ Save ] [ Back ]

‘Send Hold Music to remote IP party’ flag needs to be checked to play MoH
from IPPBX.
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Extension setting (continue): Voice Mail

Main Woice Mail Your E i Suppl ary Services

Voice Mail Settings

Extension: 13

Maximum mail message duration {min) & e
[l Ask password hefare granting local access to mail box voice Mail Indication
[¥] Ak password before granting remote access to mail box Larp indication

[l send welcome message [CITone indication

[¥] Play voice Mail help [ ringing indication
Automaticallyplay messages Ring duration {sec) ne
[T 8end mails count inforrmation message Silence duration {miny | 10

Send dateftime information message Enable ZeroOut

Send beep atthe end of message
Redirectcalltype  FPBEx -

[T silent vm recording Redirect address i} SIP-Cliphoard

[C] send new voicemail notifications via e-mail
E-mail address [CIEnahle Fax Redirection
Waice Mail: Send notification with attachment Redirectto extension | 11

Remove Yoice Mail On Send
[Tl Enable out Of Office
Fa Send notification with attachment
Restore default out of office greeting file
Remaove Fax On Send
Upload new out of office greeting file Browse..
[ send new vaice message notifications via SMS
Expiration Date and Time
Mohile number
Expires in

[ More nofification options === Dec 1 2011

at |13 © 5B

[CI Restore default greeting file

Upload new greeting file
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Telephony: Call Routing

.&:-ﬁ @ 20212515 callrt.coi

Main System Users Telephony Internet Uplink

Call Routing

[ route all incaming SIP calls to Call Routing i

* Call Routing Takle
* | ocal AAA Table
* Global Speed Dial Directory

Save ][ Back

Please checkyour pending events!

MNetwork

Telephony: Call Routing — Call Routing Table

&3 | @ 2000818 outingmanagement cg | 4- s
&
o N o] B M B @epye
s
Call Routing Table
Show Detailed View === ‘ Hide disabled records
Fusble Disable dd £ Duplicate Delete Selectall Inesse Selection ove U Wove Dosn_ e To
" " .. Source Number Pattern: c
D | Srate Destination Number Pattern Pattern Modification Call Settings Failover Reasonis) Local Amthentication Caller ID Modification Sowce Type OT |UES /URP Metric | Description
P UES 99
|1 | Enabled * NDS:1 205.158.162.138:5060 None No PBEX URP- 88 10 HO Lab
el IP-PSTN UES: 99
2 |Enabled | (311} o6 165 165 138 5080, RNEC. Ho Any N PEX e 10 O Lab - Emergency Call
8P UES: 99
3 |Enabled |90 NDS:1 205 1581631 38-5060 None No PEX URP- ves 10 O Lab
4 |Enabled |77 PEX Nong No 10 Call 10 Extensions
. BIP UES: 99
5 |Enabled |7 NDE:1 205.150.153.138 5080 None No PBX URP- Yes 10 ¥OLab
MNDS - Nurnber of Di: UES -Use RNSC - Restricttha Number of Simultaneous Calls
URP - Use RTP Progy AAA - Autherticstion, Authorization, Accourting DT - DateiTime
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Telephony: Call Routing — Call Routing Table

Configuration summary of *9’:

Main  System Users  Telephony Internet Uplink Network

Call Routing Wizard

Summary - Edit Entry

Routing Call Type

Routing Call Settings

Destination Number Pattern: q* Use Extension Settings: 99
Number of Discarded Symbols: 1 Keep Original Caller 1D: Yas
Prefix: Add Remote Party 1D: Mo
Suffix: Destination Host: 205.158.163.138
Destination Type: SIP Destination Port: 060
Metric: 10 Username: admin
Description: K Lah Transport Protocol for SIP: UDP
SIP Privacy: Default
Use RTP Proxy: Yes
Activity Timeout: Disabled
Call Duration Limit: Disabled
AAA Redquired: Adgdizabled.
Failover Reason(s): Mane

Routing Call Source Information

Discard Non-Numeric Symbols: Mo

Source Humber Pattern:

Source Type:

*

PBX

Caller ID Modification

Number of Discarded Symbols:

Prefix:

Frevious Finish

Check “Keep Original Caller ID” flag to forward extension DID in outbound call. If
this flag is not checked, main number (account number) is passed on as caller ID
for all calls.
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Telephony: Call Routing — Call Routing Table

Configuration summary of ““7’: This was used to make call with blocked
caller ID.

& ! (c 202. L2515/ lerwizard. coi

., -~
e

Main System Users  Telephony Internet Uplink Network

Call Routing Wizard

Summary - Edit Entry

Rowting Call Type Routing Call Settings
Destination Number Pattern: T Use Extension Settings: ELe]
Number of Discarded Symbaols: 1 Keep Original Caller 1D: es
Prefix: Add Remote Party 1D: il]
Suffix: Destination Host: 205.158.163.138
Destination Type: SIF Destination Port: a0a60
Metric: 10 Username: admin
Description: Wi Lahb Transport Protocol for SIP: LDP
SIP Privacy: Enabled {Lser, d)
Use RTP Proxy: es
Activity Timeout: Cizahled
Call Duration Limit: Disahled
AAA Required: AfA disabled.
Failover Reason{s) Mone

Routing Call Source Information

Discard Non-Numeric Symbaols: Mo

Source Number Pattern:

Source Type:

*

PEX

Caller ID Modification

Number of Discarded Symbaols:

Prefix:

Frevious

Finish

SIP Privacy is enabled for ‘User’ and ‘Id’ to block caller ID and CNAM.
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Internet/Uplink — Firewall/NAT
Unchecked ‘Enable Firewall’ flag during testing.

Main System Users  Telephony Internet Uplink Network

Firewall Configuration

[“IEnable IDS

Enabile MAT

[CEnable Firewall

Lowr Security Ewergthing ie allowed that's not explicitly forbidden!
This policy doesn't block anything per default. You have to configure the filters manually. This option is recommended ifthis device is already located behind another firewall ar ifyou are sure that

you have configured every filter correctly. Basic protection against the most common attacks (port scans, flooding, ete) is still provided with this policy.

Mediurm Security Traffic ariginating from the LAN-side may pass and traffic from the WAN-side will be biocked per default. This is the recommended policy.

High Security Evenything thatis not explicitly allowed will be blocked. This includes traffic from the LAN-side. You have 1o configure the filters to open up the firewall as desired.

Advanced Firewall Corfiguratian
Wiew Filtering Rules
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