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About This
Document

Known
Issues

XO Communications

This document describes interoperability between XO SIP Package 1 (G.711) and 2
(G.729a) and the Cisco Unified Communications Manager (CUCM) 7.0.1 IP PBX,
implemented with Cisco Unfied Border Control Element (CUBE), deployed with an XO-
provided Cisco 2432 IAD as the router/demarcation device. This document assumes the
audience has a general understanding of network provisioning and the connectivity
requirements of XO Communications SIP service offering. A Cisco engineer should be
consulted for assistance with CUBE specifications.

While XO certifies interoperability between XO SIP service and the IP PBX as outlined
herein, the following known issues were identified during Interoperability testing. The
customer should be aware that certain features and functions may not be fully
supportable. In some cases, special configurations and/or PBX software patches may be
available from the vendor.

Known Issues for XO SIP Services Packages 1 and 2 with CUBE:

e *67 for Outgoing Calling Line ID Delivery Blocking Per Call is not supported.
Optional Workaround: Create a separate SIP Trunk where in the Outbound Calls
Section the Calling Line ID Presentation is set to Restricted. A route pattern is
assigned to that SIP Trunk with a unique single digit access code to access that SIP
Trunk which blocks the caller ID for all calls when requested by the user via the
access code.

e PSTN-to-PSTN call transfers using Call Forward Always (CFA), Call Forward On

Busy (CFOB), and Call Forward No Answer (CFNA) when using 4-Digit CUCM
extensions - in order for these call scenarios to function, a the SIP profile in CUBE
must be used to modify the diversion header to add the NPA-NXX to the 4 digit
extension in the user portion of the diversion header. Please see section 2.11 for
details.

e Conferencing — Conference Bridge resources rely on CUBE. A Cisco engineer

should be consulted to determine the CUBE hardware required to support any
customer conference bridge requirements in excess of a 4-way conference call.

e Music on Hold Settings

o CUCM Music on Hold Server Codec Setting - when configuring the
customer for SP1 or SP2, the Music on Hold Server codec must be set

accordingly to G.711ulaw for SP1 and G.729 for SP2 as discussed in detail in
section 2.7.

o CUBE SIP Profile Rules - when using Music on Hold, some configuration
commands are required in the CUBE sip profile section of the configuration
for the remote party to hear Music on Hold when the call is placed on hold
from a CUCM phone. This is discussed in detail in section 2.11.
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Registration  Static registration is utilized between the CUCM 7.0.1 IP PBX and the XO call agent.

Method

XO SIP Pkg | Codec DTMF Fax

Service
Packages 1 G.711 RFC2833 (in-band RTP T.38; G.711 pass-through
Supported DTMF fall-back)

2 G.729a | RFC2833 T.38; G.711 pass-through
is not supported

1. Testing of CUCM 7.0.1

1.1. Software and Hardware Versions Tested

1. CUCM Server
a. Hardware: Cisco MCS 7800 Series Product No MCS7825H3-K9-CMB2
b. Software Version: CUCM 7.0.1.11000-2

2. Cisco 2821 ISR running CUBE software
a. Hardware: Cisco 2821 ISR
b. 1PVDM2-32 and 2 PVDM2-48 DSP modules
c. 10S software version“c2800nm-ipvoice_ivs-mz.124-24.T .bin”

3. Cisco Unity Connection (CUC) Voice Mail Server
a. Hardware: Cisco MCS 7800 Series Product No MCS7825H3-K9-CMB2
b. Software Version: CUC 7.0.1.11000-13-2

4. CUCM and Cisco Unity Connection (CUC) PC GUI Access
a. Microsoft Internet Explorer version 6.0.2900.2180.xpsp_sp2_gdr.080814-
1233

5. Cisco Phones
a. Cisco 7961
b. Software Version: SCCP41.8-4-1S

6. Cisco 2432-24FXS IAD
a. Software Version: c2430-mz.xo

7. Cisco Catalyst 3560 PoE series P-24
a. Software Version: c3560-advipservicesk9-mz.122-44.SE2.bin
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2. CUCM 7.0.1 Configuration

CUCM
Configuration

This section includes high level configuration captures of the CUCM configuration
screens relevant to configuring a SIP trunk.

XO performed the minimum amount of configuration required to achieve successful
completion of test calls over XO SIP. Itis beyond the scope of this document and the
testing efforts to show a complete CUCM 7.0.1 configuration, therefore screenshots of
the GUI interface are provided only for the details of the SIP trunk configuration that
are relevant to interfacing with XO’s SIP product.

Customers should refer to the CUCM administration guides for additional
configuration options:
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_li
st.html.

For design guidance for CUCM and Cisco Unified Communications products based
on CUCM, see the Solution Reference Network Design (SRND) guides:
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products _implementation_de
sign_qguides_list.html

2.1 CUCM Region and Device Pool

The following sections contain a brief description of the CUCM region and device pool configurations
used during testing.

CUCM Region
and Device
Pool
Configuration
for SP1 with
CUBE

CUCM Region
and Device
Pool
Configuration
for SP2 with
CUBE

In this setup there is only one region called the default region and it is configured to
use G.711 codec. The device pool used is the default device pool. All CUCM phones
and the SIP trunk are assigned to the default device pool and use the G.711 codec to
communicate over the default region and over the SIP trunk.

In this setup there are two regions where one is the default region and the other is
named the XO g729 region. The default region is configured to use the G.711 codec.
The XO g729 region is configured to use the G.729 codec. All CUCM phones are
configured in the default device pool and the XO SIP trunk is configured in the XO SIP
Trunk Device Pool. All phones communicate with each other over the default region
using G.711. When the phones establish an outbound call or receive an inbound call
over the SIP trunk these calls are processed over the XO g729 region configured for
G.729 codec. On the CUCM a single SIP trunk can only support one codec. This
means that all calls whether they are inbound or outbound over the SIP trunk will
establish using only the G.729 codec.

Product SIP Configuration Guide for Cisco Unified Communications Manager
7.0.1, Packages 1&2, with CUBE
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2.2 CUCM SIP Profile Screen Capture

This section contains the SIP Profile used during service package 1 and 2 testing.

Figure 1, SIP Profile Screen Capture Part 1

/3 SIP Profile Configuration - Microsoft Internet Explorer 1= x|

J File Edit view Fawvorikes Tools Help | J‘Q

J Google vI M zearch » 50 - o | B €9 Bookmarkse | P check + T ARl - o 0 L7 SgnIn v
alln  Cisco Unified CM Administration PR Cisco Unifisd ©M Administration = || 6o

cisco

For Cisco Unified Communications Solutions

s#olabccmi About Logout

System v CellRoufing v MediaResources v  Voice Mail v  Device v  Application v User Managemert »  Bulk Administration = Help v

SIP Profile Configuration ORI e Back To Find/List >
Copy %’ Reset E:} Acded Mewy

—Status |

@ Status: Ready

@ all SIP devices using this profile must be restarted before any changes will take affect.

—SIP Profile Information

Narne* |standard SIP Prafile
Description [Default SIP Profile
Default MTP Telephony Event Payload Type* Ilﬂl |
Resource Priority Namespace List |< Mang = ;I
[ Redirect by Application
[~ Disable Early Media on 180
r Cutgoing T.38 INVITE include audio mline
—Parameters used in Phone
Timer Invite Expires (seconds)® Ilgu
Timer Register Delta {seconds)™ IS
Timer Register Expires {seconds)™ ISE-DD
Timer T1 {msec)™ |500
Timer Tz {msec)* Jooo
Retry INVITE® [

i
|0 Dore TS mernee
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Figure 2, SIP Profile Screen Capture Part 2

XO Communications

a SIP Profile Configuration - Microsoft Internet Explorer - |ﬁ' ﬂ
J File Edit Wiew Favortes Tools  Help | *g
J Google vlg‘] Search ~ | 50+ e | B - ¥ Bookmarksw | %5 check - T | ButoRll v - S 7 i SignIn -

il Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System w  CallRouting »  Media Resources - Voice Mall »  Device = Application +  User Management +  Bulk Administrstion

SIP Profile Configuration

xolabccm1 About Logaut

Copy % Reset Ell} Acldd Mewy

Retry Non-INVITE™ [1o
Start Media Part® [16384
Stop Media Part™® |32?55

: * - —
Call Pickup URI Ix-clscu-servlceurl-plckup

; * - ——
Call Pickup Group Other URI Ix-clscu-servlceurl-uplckup

’ ¥ - —
Call Pickup Group URI |:e-cisco-serviceuri-gpickup

Meet Me Service URI*

|x-cisco-serviceuri-meetme

User Info* |Nnne =l
DTMF DB Lewvel* [Waminal |
Call Hold Ring Back*® |of-F 3|
anonymous Call Black™® |of-F |
Caller 1D Blocking*® |Oﬁc =l
Do Mot Disturb Contral* [user =l
Telnet Level for 7940 and 7960% | Disabled E2
Timer Keep alive Expires (seconds)™® Ilzg

Timer Subscribe Expires (seconds)™ |120

Timer Subscribe Delta (seconds) ™ |5

Maxirmum Redirections* Im

Off Hook To First Digit Tirmer (milliseconds)* |15E|EIU

Call Forward URT*

Ix-cls:n-servlceur’l-cfwdall

| Done

d]

TS et
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Figure 3, SIP Profile Screen Capture Part 3

a SIP Profile Configuration - Microsoft Internet Explorer - |ﬁ' ﬂ

J Eile Edit Wiew Fawvorites Tools Help | J‘Q

J Google vlg‘] Search ~ | 50+ e | B - ¥ Bookmarksw | %5 check - T | ButoRll v - S 7 i SignIn -
alile Cisco Unified CM Administration UENEEAnN Cisco Unified CM Administration = || G0

cisco For Cisco Unified Communications Solutions

xolabccm1 About Logaut

System »  CallRouting »  Media Resources = VWoice Mail =  Device = Application +  User Management «  Bulk Administrstion = Help +

SIP Profile Configuration

Copy % Reset Ell} Acldd Mewy

Timer Keep alive Expires (seconds)® |12E| ;I
Timer Subscribe Expires (secondsi™ |12E|

Timer Subscribe Delta {seconds)® IS

Maximum Redirections* ITD

off Hook To First Digit Timer {milliseconds)*® |15000

Call Farward URI*

|x-cisco-serviceuri-c‘fwdall
Abbreviated Dial URT*

|x-cisco-serviceuri-abbrdial
¥ Canference Jain Enabled

I RFC 2543 Hald

V¥ semi Attended Transfer

I Enable vaD

[ stutter Message Waiting

I call stats

Trunk Specific Configuration
(Remute Incomning Request to new Trunk based on* |Never

— Copy | Resetl Add New

@ *_ indicates required itemn.

|@ Done

I_I_I_I_EIOMM—L
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2.3 CUCM SIP Trunk Security Profile

This section contains the SIP Trunk Security Profile used during SP1 and SP2 testing.

01.1.3.254:8443 - SIP Trunk Security Profile Configuration - Microsoft Internet Explorer = x|
J File Edit view Fawvorikes Tools Help | :KQ
J Go..sle vI -;' Search ~ 4+ @ < #- g - &% Bookmatks~ ""} Check ~ E AutoFill = % - % - :_.' SignIn ~

il Cisco Unified CM Administration PR Cisco Unifisd ©M Administration = || 6o
CISCO (g, cisco Unified Communications Solutions

s#olabccm1 About Logout

System v CellRoufing v MediaResources v  Voice Mail v  Device v  Application v User Managemert »  Bulk Administration = Help v

SIP Trunk Security Profile Configuration

B Save x Delete Copy %l Reset E:} Al Mewy
-
‘ @ Status: Ready ’—‘

Related Links: EEERTGIE AR

—SIP Trunk Security Profile Information

Name™® |Non Secure SIP Trunk Profile

Description |Non Secure SIP Trunk Profile authenticated by null Str
Device Security Mode |Non Secure =l
Incomning Transport Type ™ ITCp+UDp =
Cutgoing Transport Type IUDP ;I

[T Enable Digest Authentication
Nonce Validity Time (minsa™® |6EIEI

*%.509 Subject Name I

Incoming Part* ISD&D

[~ Enable application Level Authorization
[~ Accept Presence Subscription

[~ Accept Qut-of-Dialog REFER

v Accept Unsolicited Matification

(| Accept Replaces Header

™ Transmit Security Status

— Save De\etel Copyl Resetl Add Mew

=
(& oone TS mernee
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2.4 CUCM SIP Trunk Screen Captures for SP1

This section contains the SIP trunk settings used during SP1 testing. Please note that the Media
Termination Point Required box is not checked. This allows CUBE to perform the Early
Offer/Delayed Offer (EO/DO) conversion. The screen captures in this section use a 4 digit phone
extension. Within the Call Routing Information, the Inbound Calls section has the Significant
Digits* set to 4 and the option for Redirecting Diversion Header Delivery - Inbound is checked.
Within the Outbound Calls section the Calling Party Selection* is set to Originator and the Caller
ID DN is left blank because CUBE is configured to add the NPA-NXX via a SIP profile rule. The
option for Redirecting Diversion Header Delivery - Outbound is checked. In the CUCM with
CUBE SIP Trunk Screen Capture Part 3 under the SIP Information parameters the Destination
Address must be set to CUBE's IP address. CUBE's sip-server address must be set to XO
Communications’ Sonus Networks NBS signaling IP address.

Figure 4, CUCM with CUBE SIP Trunk Screen Capture Part 1

<2} Trunk Configuration - Microsoft Internet Explorer =] x

J File Edit Wew Favorites Tools Help xg ‘
il Cisco Unified CM Administration PR EG| Cisco Unified CM Administration =
cisco

For Cisco Unified Communications Solutions el About Lot

System »  Call Routing Media Resources ~  Woice Mail »  Device = Application = User Managemert = Bulk Administration ~  Help +

Trunk Configuration Related Links: [J=El= Rl =FNi hd
LB Save x Delete % Reset EEZ Actd Mew
— Status ;I
® Status: Ready
—Device Information
Product: SIP Trunk
Device Protocol: SIP
Device Name* |#0-S1P-Trunk
Description |#0-S1P-Trunk
Device Pool® |D3f6u|t ;I
Common Device Configuration |< Mone = 3|
Call Classification™ [Use System Default =
Media Resource Group List |< Mone = ;l
Location® IHub Naone ;I
AAR Group |< Mone = ;I
Packet Capture Mode™ [Wone =
Packet Capture Duration |D
™ Media Termination Paoint Regquired
W Retry Video Call as Audio
™ Transmit UTF-& for Calling Party Name
™ Unattended Port
[T sRTP allowed - When this flag is checked, Encrypted TLS needs to be configured in the netwarl to provide end to end security. Failure to do so will expase keys and
other infarmation,
Use Trusted Relay Point™® IDefauIt ;I LI
[&] Done E @ Internet

[~ @ B0 &M * L 11:48 am

l.'t;'Startl &40, waEl (v Inhox-Mic...“@nunk Con.. @8201.13.25...| [ Microsoft E... | 5 Documents...
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Figure 5, CUCM with CUBE SIP Trunk Screen Capture Part 2

Trunk Configuration - Microsoft Internet Explorer 18] x|

JEiIe Edit Wiew Favortes Tools Help

mmm Cisco Unified CM Administration WERLELN Cisco Unified CM Administration +

cisco i P i cati i
For Cisco Unified Communications Solutions alabeci about Logout

System »  Call Routing »  Media Resources »  Voice Mail »  Device = Spplication = User Managemert = Bulk Administration +  Help +

Trunk Configuration SO LN e Back To Find/List
[B Save x Delste %’ Reset lfl} Acd New

Incoming Calling Party Settings ;I
If the administratar sets the prefix to Default this indicates call processing will use prefix at the next level setting (DevicePaol/Service Parameter). Otherwise, the value
canfigured is used as the prefix unless the field is empty in which case there is no prefix assigned.

Clear Prefix Settings Default Prefix Settings

Incoming Calling Party Unknown Number Prefix IDefauIt

Multilevel Precedence and Preemption (MLPP) Information
’7MLPP Doma\n|< Mone = =

— Call Routing Information
W Remote-Party-1d

~ Asserted-Identity

asserted-Type* IDefault ;I

SIP Privacy * IDefauIt ;I

—Inb d calls
Significant Digits* [4 =]
Connected Line ID Presentation™ |Default =l
Connected Name Presentation™® IDefauIt ;I
Calling Search Space | < None = =l
AAR Calling Search Space |< None = ;I

Prefix DN |

Icd Redirecting Diversion Header Delivery - Inbound

id]
@ Done I_I_I_I_E # Internet
t{start| & LJB0L2E20eaE > (v Inbox-Mic...”@nunk Con... §201.1.3.25...| x| Microsaft E| @]Documents...| ||1:,@@0,,.%@@Q 11:49 AM
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Figure 6, CUCM with CUBE SIP Trunk Screen Capture Part 3

a Trunk Configuration - Microsoft Internet Explorer

=181 x|

JEiIe Edit Wiew Favorites Tools Help

bl Cisco Unified CM Administration R Cisco Unified CM Administration »
cisco : e - . -
For Cisco Unified Communications Solutions S - A
System - Call Routing = Medis Resources »  Woice Mail »  Device = Spplication = User Managemert = Bulk Administration »  Help +

Trunk Configuration

LB Save x Delste %’ Reset E} £add New

A RLCHN RT3 Back To Find/List -

—Outbound Calls ||
Called Party Transformation CSS |< Mone = ;I
¥ Use Device Poal Called Party Transfarmation CSS
Calling Party Transformation CSS | = Mone = ;I
¥ Use Device Pool Calling Party Transformation CS3
Calling Party Selection™ [originatar =l
Calling Ling ID Presentation® I,Q”Dwgd ;I
Calling Name Presentation™ |A||owed ;I
Caller ID DN I
Caller Mame |
o Redirecting Diversion Header Delivery - Qutbound
—SIP Information
Destination Address Ia.b.c.d (CUBE's IP address)|
" Destination Address is an SRy
Destination Port* [5060
MTP Preferred Originating Codec® |G729/G7296 ;I
*
Presence Group IStandard Presence group ;I
. _
SIP Trunk Security Profile |Non Secure SIP Trunk Profile =
Rerouting Calling Search Space |< Mane = ;I
Out-Of-Dialag Refer Calling Search Space I < Mone = ;I
SUBSCRIBE Calling Search Space |< Mone = ;I LI

@Done
| & 3 2O £

[T [ & [ ntemet
1 © @ G~ (o wbox-vic |[E) Trunk Con.. g2 201.13.25...| (] Mierosoft £, | ] pocument...| [~/ 0. 3@, % W] 1] 115t v
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Figure 7, CUCM with CUBE SIP Trunk Screen Capture Part 4

Trunk Configuration - Microsoft Internet Explorer 1= x|

JEiIe Edit Wiew Favorites Tools Help

almln  Cisco Unified CM Administration SEREEEIN Cisco Unified CM Administration .«

CISCO  ror Cisco Unified Communications Solutions

xolabccmi1 About Lagout

System - Call Routing = Medis Resources »  Woice Mail »  Device = Spplication = User Managemert = Bulk Administration »  Help +

Trunk Configuration

B Save x Delste %’ Reset E} £add New

Caller ID DN I ;I

Caller Mame |

cd Redirecting Diversion Header Delivery - Qutbound

—SIP Information

Destination Address [a.b.c.d (CUBE's IP address)

" Destination Address is an SRy

Destination Port* [s060

MTP Preferred Originating Codec® |G729/G7296 ;I
Presence Group® |Standard Presence group ;I
SIP Trunk Security Profile® |Non Secure SIP Trunk Profile E2
Rerouting Calling Search Space |< Mane = ;l
Out-Of-Dialag Refer Calling Search Space I < Mone = ;I
SUBSCRIBE Calling Search Space [ Hone = =l
SIP Profile® | Standard SIP Praofile =]
DTMF Signaling Method * | Mo Preference =

— Savel Delete | Resetl Add Mew I

@ *- indicates required iterm,

@ **_ Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration,

[é&] Done I =0 ==
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CUCM SIP Trunk Screen Captures with CLID Blocked for SP1

The screen captures in this section show the SIP trunk configuration settings where the caller ID
is blocked by using a separate route pattern. In the CUCM with CUBE CLID Blocked SIP Trunk
Screen Capture Part 3 under the Outbound Calls section, the “Calling Line ID Presentation*” and
the “Calling Name Presentation*” fields are set to Restricted. This SIP trunk will block the caller
ID for all outbound calls. In the same screen capture under the SIP Information parameters the
Destination Address must be set to CUBE's IP address. CUBE's sip-server address must be set
to XO Communications’ Sonus Networks NBS signaling IP address.

Figure 8, CUCM with CUBE CLID Blocked SIP Trunk Screen Capture Part 1

/3 https://201.1.3.254:8443 - Trunk Configuration - Microsoft Internet Explorer =18]x|

JEiIe Edit Wiew Favorites Tools Help

bl Cisco Unified CM Administration R Cisco Unified CM Administration »

CISCO  ror Cisco Unified Communications Solutions

xolabccmi1 About Lagout

System - Call Routing = Medis Resources »  Woice Mail »  Device = Spplication = User Managemert = Bulk Administration »  Help +

A RLCHN RT3 Back To Find/List -

Trunk Configuration

LB Save x Delste % Reset |:|'} £add New

— Status :I

® Status: Ready

—Device Information
Product: SIP Trunk
Device Protocaol: SIP

f *
Device Name IXO_SIP_Trunk_CLID_B\ocked

Desoriptian |%0 SIP Trunk CLID Blocked

Device Pool* IDefauIt =l
Common Device Configuration |< Mone = 3|
Call Classification™® IUse Systemn Default ;I
Media Resource Group List |< Mone = ;I
Location™® | Hub_Nane k2|
AAR Group | = Mone = =l
Packet Capture Mode™ |None ;I
Packet Capture Duration IU

™ Media Termination Paint Required

V Retry Video Call as audio

™ Transmit UTF-5 for Calling Party Name
7 Unattended Port

[T sRTP allowed - when this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security, Failure to do so will expose keys and
other information.
Use Trusted Relay Point* IDefau|t ;l

Ad]
[&] Done [T [ & [ ntemet
I‘EStartl @B LSL,HewaE - Inbox-Mic...”@https:;fz... 21135, | (& Microsoft E... | B cucmwith... | [ ) 2D % W ZIC] 11156 am
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Figure 9, CUCM with CUBE CLID Blocked SIP Trunk Screen Capture Part 2

201.1.3.254:8443 - Trunk Configuration - Microsoft Internet Explorer

JEiIe Edit ‘Wiew Favartes Tools Help

alln  Cisco Unified CM Administration

CISCO o Cisco Unified Communications Solutions

System »  Call Routing ~  Media Resources v Woice Mail »  Device = Spplication = User Managemert = Bulk Administration ~  Help +

Trunk Configuration

LB Save x Delste %’ Reset E} £add New

Incoming Calling Party Settings ;I
If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting (DevicePool/Service Parameter). Otherwise, the value
configured is used as the prefix unless the field is empty in which case there is no prefix assigned.

Clear Prefix Settings Default Prefix Settings

Incoming Calling Party Unknown Mumber Prefix IDefauIt

Multilevel Precedence and Preemption (MLPP) Information
’7MLPP Doma\n|< Mone = ;I

—Call Routing Information
~ Remote-Party-Id

W asserted-1dentity

Asserted-Type* [Default =

SIP Privacy* IDefauIt ;I

—Inb d Calls
Significant Digits* |4 =1
Connected Line 1D Presentation™ |Default =l
Connected Mame Presentation™ |Default =l
Calling Search Space |< None = ;I
AAR Calling Search Space |< None = LI

Frefix DN |

cd Redirecting Diversion Header Delivery - Inbound

Ad
[&] pone R EEEN
Q{start| & B0 L,L,HwaE- (@ Inbox—Mic...”@https:ffz.__ B ent1355...| (&) Microsoft E... | B cucmwith... | [ 0?2, % M EL] 11157 am
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Figure 10, CUCM with CUBE CLID Blocked SIP Trunk Screen Capture Part 3

201.1.3.254:8443 - Trunk Configuration - Microsoft Internet Explorer =l

JEiIe Edit Wiew Favortes Tools Help

alial,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

xolabccm1 About Logout

System »  Call Routing »  Media Resources »  Voice Mail »  Device = Spplication = User Managemert = Bulk Administration +  Help +

“onfiguration

B Save x Delete %’ Reset lfl} Acid New

— Outbound Calls ;I
Called Party Transformation CS5 |< Mone = ;l
¥ Use Device Pool Called Party Transformation C55
Calling Party Transformation CS3 | < Mone = =
¥ Use Device Pool Calling Party Transformation CSS
Calling Party Selection® IOriginator ;I
Calling Line ID Presentation™® IRestricted ;I
Calling Name Presentation* IRestricted =1l
Caller ID DN |
Caller Name I
I Redirecting Diversion Header Delivery - Qutbound

—SIP Information

Destination Address Ia.b.c.d [CUBE's IP address)
" Destination Address is an SRY

Destination Port™ |5050

MTF Preferred Originating Codec® |711u|aw

Presence Group® IStandard Presence group

SIP Trunk Security Profile® INon Secure SIP Trunk Profile

Rerouting Calling Search Space |< Mone =

Qut-Of-Dialog Refer Calling Search Space | < Mone =
SUBSCRIBE Calling Search Space [< none =

[ N O R NN R

id]
@ Done I_I_I_I_E # Internet
ﬂystart| @ LB L2E20eaE > (v Inbox-Mic...”@https:ffz... §201.1.3.25...| (ix| Microsaft E| B9 Cucmbwith, . | |@Q@@%@@Q 11:58 AM

XO COMMUNICATIONS CONFIDENTIAL 15



XO Communications

Figure 11, CUCM with CUBE CLID Blocked SIP Trunk Screen Capture Part 4
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2.5 CUCM SIP Trunk Screen Captures for SP2

This section contains the SIP trunk settings used during SP2 testing. Please note that the Media
Termination Point Required box is not checked. This allows CUBE to perform the Early
Offer/Delayed Offer (EO/DO) conversion. The screen captures in this section use a 4 digit phone
extension. Within the Call Routing Information, the Inbound Calls section has the Significant
Digits* set to 4 and the option for Redirecting Diversion Header Delivery - Inbound is checked.
Within the Outbound Calls section the Calling Party Selection* is set to Originator and the Caller
ID DN is left blank because CUBE is configured to add the NPA-NXX via a SIP profile rule. The
option for Redirecting Diversion Header Delivery - Outbound is checked. In the CUCM with
CUBE SIP Trunk Screen Capture Part 3 under the SIP Information parameters the Destination
Address must be set to CUBE's IP address. CUBE's sip-server address must be set to the Sonus
Networks NBS signaling IP address.

Figure 12, CUCM with CUBE SIP Trunk Screen Capture Part 1
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[~ =RTP allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security, Failure to do so will expose keys and
other informmatian,
Use Trusted Relay Point™® IDefauIt = LI
€] pore ’—g # Internet

XO COMMUNICATIONS CONFIDENTIAL 17



XO Communications

Figure 13, CUCM with CUBE SIP Trunk Screen Capture Part 2
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Figure 14, CUCM with CUBE SIP Trunk Screen Capture Part 3
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Figure 15, CUCM with CUBE SIP Trunk Screen Capture Part 4
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CUCM SIP Trunk Screen Captures with CLID Blocked for SP2

The screen captures in this section show the SIP trunk configuration settings where the caller ID

is blocked by using a separate route pattern. This SIP trunk will block the caller ID for all

outbound calls. In the CUCM with CUBE CLID Blocked SIP Trunk Screen Capture Part 3 under
the Outbound Calls section, the Calling Line ID Presentation* and the Calling Name Presentation*
fields are set to Restricted. In the same screen capture under the SIP Information parameters the
Destination Address must be set to CUBE's IP address. CUBE's sip-server address must be set

to the Sonus Networks NBS signaling IP address.

Figure 16, CUCM with CUBE CLID Blocked SIP Trunk Screen Capture Part 1
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Figure 17, CUCM with CUBE CLID Blocked SIP Trunk Screen Capture Part 2
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Figure 18, CUCM with CUBE CLID Blocked SIP Trunk Screen Capture Part 3
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Figure 19, CUCM with CUBE CLID Blocked SIP Trunk Screen Capture Part 4
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2.6 CUCM Phone Configuration Using a Four Digit Extension

Figure 20, CUCM Phone Screen Configuration Using a Four Digit Extension
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2.7 CUCM Music on Hold Server Codec Selection

When configuring the customer for SP1 or SP2, the Music on Hold Server Codec setting under
CUCM administration, Service Parameters, Cisco IP Voice Media Streaming Application,
Clusterwide Parameters, the codec selection displayed under Supported Music on Hold Codecs
must be set to G.711ulaw for SP1 and G.729 for SP2 accordingly. G.711ulaw is the system
default. The codec must be selected and saved as shown in the screen captures below. The
highlighted codec indicates the codec that is currently in use.

Figure 21, Music on Hold Server Codec Screen Capture Part 1
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Figure 22, Music on Hold Server Codec Screen Capture Part 2
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2.8 CUCM Enterprise Parameters: DSCP Bit Settings for Signaling
and Media

The screen capture below shows the DSCP bit settings for the CUCM phones for signaling and
media. The DSCP for CUCM to Device Interface* parameter is the signaling setting which is
AF31 and the DSCP for Phone Configuration* parameter is the media setting which is EF. The
CUCM server must be rebooted for these changes to take effect.
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2.9 CUCM Conference Bridge Configuration for SP1

The screen capture below shows the CUCM conference bridge resource parameters listed under
CUCM Administration, Media Resources for the default CUCM conference bridge. The CUCM
software conference bridge was used to verify SP1 three and four way conference bridging test
cases. This is a software resource that runs on the CUCM server itself versus the external
conference bridge resource for SP2 which must run on CUBE due to the G.729 codec
requirement discussed in the next section. This screen can also be used to verify that the CUCM
conference bridge resource is registered by checking the registration state.
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2.10 CUCM Conference Bridge Configuration for SP2

The screen capture below shows the Conference Bridge resource parameters listed under CUCM
Administration, Media Resources. An external conference bridge resource is configured using
CUBE which registers with the CUCM. This conference bridge resource was used in testing SP2
conference bridging for three and four way conference calls. When the CUCM is configured for
SP1 which uses the G.711 codec, the CUCM uses its own software conference bridge. However
when the CUCM is configured for SP2 which uses the G.729 codec, the conference bridge must
be supported on an external device such as CUBE. This screen can also be used to verify that
the CUBE conference bridge resource is registered with the CUCM by checking the registration
state.
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2.11 CUBE Configuration Details

CUCM Region
and Device
Pool
Configuration
for SP1 with
CUBE

Flow Through
Versus Flow
Around Design
Considerations

Using 4 Digit
CUCM Phone
Extensions

CUBE SIP
Profile Rules

The following sections provide a brief description regarding CUBE’s flow-through
versus flow-around modes for media.

For the lab configuration where the Sonus NBS performed the transcoding, CUBE
was configured in flow-through mode. A Cisco engineer should be consulted to
determine the appropriate design based on the customer’s requirements.

For PSTN-to-PSTN call transfers that use Call Forward Always (CFA), Call Forward
On Busy (CFOB), and Call Forward No Answer (CFNA)

During the lab CUCM without CUBE SIP trunking evaluations for CUCM software
versions 6.1.2.1000-13 and 7.0.1.11000-2, a diversion header issue was discovered
where the NPA-NXX is not prefixed to the four digit extension number for the user
portion of the diversion header. This problem affected PSTN-to-PSTN call transfers
that use Call Forward Always (CFA), Call Forward On Busy (CFOB), and Call
Forward No Answer (CFNA) where a four digit extension is used for the CUCM
phones because the original caller ID is not delivered to the final PSTN destination.
When the CUCM is configured to use CUBE running on a Cisco 2821 ISR, a SIP
profile can be used to modify the diversion header to correct this. For the lab
scenario a SIP profile was written for CUBE to modify the diversion header by adding
the NPA-NXX to the 4 digit extension in the user portion of the diversion header.

Please note that a customer CUCM environment may have several NPA-NXXs or
other phone extension digit configurations that will require different SIP profile
rules and translation rules to be designed using CUBE that are unique to each
customer environment. A Cisco engineer should be consulted for assistance.

The following sip profile rules need to be included in the CUBE “voice class sip-
profiles” section of the configuration. These rules allow the Music on Hold to be heard
at the destination phone when the call is placed on hold from the CUCM phone.

voice class sip-profiles 1

request REINVITE sdp-header Audio-Attribute modify "inactive" "sendrecv"
request ACK sdp-header Audio-Attribute modify "sendonly" "sendrecv"
response 200 sdp-header Audio-Attribute modify "sendonly" "sendrecv"
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CUBE DSCP Bit
Settings for
Signaling and
Media

XO Communications

The CUBE voip dial peer default DSCP bit settings for signaling is AF31 and for
media is EF. These settings do not appear in the configuration when a show
configuration is executed at the CLI prompt. However, the settings can be displayed
by executing the command “show dial-peer voice #” at the CLI prompt for each voip
dial peer where the # represents the dial peer number.

© Copyright 2009. XO Communications, LLC. All rights reserved. XO and the XO design logo are registered trademarks of XO

Communications, LLC.

Product SIP Configuration Guide for Cisco Unified Communications Manager
7.0.1, Packages 1&2, with CUBE

PAGE 32 of 33



